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ÅRET SOM GÅTT, VERKSAMHETEN 
OCH STYRELSENS ARBETE

Efter den hårt pandemidrabbade säsongen 2020/21 
har verksamheten återhämtat sig och vår idrott är 
på banan igen. Säsongen inleddes på ett kraftfullt vis 
i juli med OS-spel för Felix Burestedt och i augusti 
med genomförandet av framflyttade SM-tävlingar 
för våra ungdomar, seniorer och veteraner. I januari 
var Victor Swedish Open i Uppsala en större sam-
lingsplats än på länge, tack vare en lyckad återstarts-
satsning. Under våren spelades SM 2022 för alla 
åldersklasser, det vill säga två svenska mästerskap 
under en säsong!

Landslagscentret Eurocenter i Uppsala har under 
säsongen utvecklats ytterligare med mer tränar- och 
stödresurser och vuxit till fullt antal spelare enligt 
uppsatta mål.

På grund av pandemin var flera tävlingar som 
normalt spelas i början av säsongen inställda eller 
framflyttade till senare datum. Jämfört med före-
gående säsong genomfördes betydligt fler tävlingar 
och glädjande nog kunde viss lägerverksamhet bli 
av. Det tillfälliga tävlingsstoppet i december till  
februari var ett avbräck, men vår samlingspunkt  
Victor Swedish Open blev en succé tack vare  
stort deltagande, även om publikrestriktionerna 
begränsade åskådarantalet.

De generösa återstartstöd som tilldelats av Riksidrotts- 
förbundet har inneburit goda möjligheter för oss att 
tillsammans med föreningar och distrikt satsa på att 
behålla våra aktiva inom badminton och även arbeta 
för åter- och nyrekrytering av spelare, ledare och 
funktionärer.

Hela 123 föreningar av våra föreningar har sökt  
och beviljats återstartsstöd, det vill säga närmare  
70 % av våra aktiva föreningar har sökt, relativt jämnt 
fördelat på våra distrikt. Förutom det lokala engage-
manget har den täta kontakten med alla föreningar 
varit mycket uppskattad och skapar möjligheter för 
fortsatt samarbete. 

Under säsongen har fokus legat på implemente-
ring av Verksamhetsinriktningen 2022-2023 som 
är den första delen av två och som ska leda oss till 
svensk badmintons långsiktiga strategi, Badminton 
2025. Verksamhetsinriktningen, som är indelad i fyra 
prioriterade områden: Badminton för alla, ledarskap 
i framkant, attraktiva tränings- och tävlingsformer, 
samt internationella framgångar, består av ett stort 
antal aktiviteter och projekt som identifierats för 
att utveckla svensk badminton till att nå våra högt 
uppsatta mål för 2025.

VERKSAMHETSBERÄTTELSE

Årsmötet 2021 fick för andra året genomföras di-
gitalt och under pandemin har flera mycket välbe-
sökta digitala utbildningar och informationsträffar 
hållits, vilket vi tar med oss som positiva erfaren-
heter att fortsätta med som komplement till fysiska 
träffar.

Inför säsongen 2022/23 är läget ljust och vi kan planera 
för normal verksamhet, med fortsatt betoning på att 
behålla alla våra aktiva i badmintonsporten hela livet 
och att rekrytera många fler!

Tretton styrelsemöten har genomförts, därtill har två 
per capsulam-beslut tagits under verksamhetsåret. 
I styrelsens arbetsutskott (AU), som är förberedande 
organ för förbundsstyrelsen och stöd för förbunds-
chefens arbete, har ordförande Tommy Theorin och 
vice ordförande/tf ordförande Pernilla Ståhle, Stefan 
Nyberg, Ewa-Lotte Sohlström samt förbundschefen 
ingått. 

Styrelseledamot Hans Christensen och styrelseord-
förande Tommy Theorin valde att lämna styrelsen i 
februari respektive mars 2022.

Personalens representant Claes Johansson har varit 
adjungerad till styrelsens möten.

Styrelsen ser en utveckling i positiv riktning med ett 
strukturerat arbete genom våra verksamhetsområdens 
styrgrupper som följer upp verksamhetsplanerna 
och stöttar det operativa arbete som bedrivs i  
kansliorganisationen.

Prioritering för styrelsen, jämte genomförande av 
den av årsmötet beslutade Verksamhetsinriktningen, 
är att vi ska ha en långsiktigt stabil och sund eko-
nomi. Årets resultat har landat positivt jämfört  
med budget, vilket framgår av den ekonomiska 
redovisningen.

Styrelsen vill framföra sitt stora tack till Tommy 
Theorin som avslutat sitt mångåriga arbete som 
styrelseordförande och till Hans Christensen för sin 
medverkan i styrelsen, samt till Oliver Pongratz som 
efter säsongen avslutade sitt tvåårskontrakt som 
förbundskapten.

ELIT OCH LANDSLAG 

Verksamhetsområdet Elit/landslag (E/L) ansvarar för 
all elit- och landslagsverksamhet.

Styrgruppen E/L har under året genomfört regel-
bundna möten, ungefär varannan månad, för att 
diskutera och planera övergripande frågor. Verk-
samhetsplanen ligger till grund för arbetet med att 
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utveckla och säkerställa förutsättningarna till att 
förbundets korta och långsiktiga målsättningar 
uppnås. Sportslig ledning utgörs av sportchef, 
förbundskapten och eurocentertränare.

Senior

Elittrupp

Elittruppen har under säsongen bestått av 19 spelare 
varav 17 tränat heltid på Eurocenter. Två spelare (Jacob 
Nilsson och Felix Burestedt) hade dispens för att 
bedriva sin träning i andra, av förbundet godkända, 
träningsmiljöer. Av olika anledningar valde Elittrupps-
spelarna Johanna Magnusson, Rebecca Kuhl och Klara 
Johansson att förlägga sin träning i andra miljöer än 
Eurocenter från nyår. Till säsongen 2022–23 har 22 
spelare tagits ut till Elittruppen och samtliga kommer 
att ha Eurocenter som permanent träningsmiljö.

Resultat

OS (gruppspel)

Felix Burestedt-Chou Tien Chen, Taiwan (2)  
12-21, 11-21

Felix Burestedt-Brian Yang, Kanada 21-12, 21-17

Generellt två mycket bra prestationer. Vinsten mot 
Yang sticker ut bland det senaste årets resultat.

VM

Johanna Magnusson/Clara Nistad-Christine Busch/
Amalie Schulz, Danmark 20-22, 17-21

Felix Burestedt-Kantaphon Wangcharoen, Thailand 
17-21, 21-15, 9-21

Två matcher med vinstmöjligheter, men tyvärr 
räckte inte två bra prestationer hela vägen till vinster.

Lag-EM, mixade lag

EM för dam- respektive herrlag inställt pga pandemin.

EM

Johanna Magnusson/Clara Nistad-Eva Kattirtzi/
Ioanna Pissi, Cypern 21-17, 21-6

Johanna Magnusson/Clara Nistad-Mariia Stoliarenko/
Yelyzaveta Zharka, Ukraina 21-14, 21-7

Johanna Magnusson/Clara Nistad-Amalie Magelund/
Freja Ravn, Danmark 14-21, 21-9, 18-21

Felix Burestedt-Fabio Caponio, Italien 19-21, 21-16, 23-21

 
Felix Burestedt-Toma Junior Popov, Frankrike  
16-21, 7-21

Edith Urell-Yvonne Li, Tyskland 9-21, 18-21

Joel Hansson/Melker Z Bexell-Ondrej Kral/Adam 
Mendrek, Tjeckien 28-26, 17-21, 17-21

Tilda Sjöö/Melker Z Bexell-Ties Van Der Lecq, 
Nederländerna 16-21, 21-17, 18-21

Mycket positivt att vi hade representanter i alla  
fem kategorier och något att bygga vidare på inför 
kommande mästerskap. Johanna och Clara höll sin 
kvartsfinalseedning och konkurrerade om medaljer. 
De gjorde en bra prestation i kvartsfinalen men det 
fanns ytterligare steg att ta och vi ser med tillförsikt 
fram emot framtida mästerskap.

Sveriges Olympiska Kommitté, SOK

Felix Burestedt, Edith Urell och Gustav Björkler har 
tagits ut till SOK:s Topp och Talangprogram (ToT) 
från våren 2022. Både Edith och Gustav har gått 
vidare från SOK:s utvecklingsprojekt, Talang 2022, 
till att bli uttagna i ToT, vilket är mycket positivt.

Ytterligare fyra spelare har fått ett aktivitetsstöd från 
SOK från våren 2022, vilket bidrar till en optimerad 
utveckling: Jessica Silvennoinen, Melker Z Bexell, 
Joel Hansson och Romeo Makboul.

I och med Felix flytt till Eurocenter inför säsongen 
2022–23 har vi även erhållit ett riktat stöd för 
herrsingelsparring på Eurocenter.

Eurocenter

Träningsmiljön på Eurocenter har utvecklats  
ytterligare under säsongen med ett förbättrat 
träningsupplägg och stärkt kommunikation mellan 
spelare, tränare och stödfunktioner.

Träningsutrustning och analysverktyg har införskaffats 
för att ge ökade möjligheter till optimerad spelar- 
utveckling.

Ett mycket bra och viktigt samarbete har inletts  
med Fredrik Elfsborg (fysioterapeut) och Victor 
Bengtsson (fystränare). 

Henri Hurskainen har kompletterat Oliver Pongratz 
(FK) och Amanda Högström (Eurocentertränare) 
som resurstränare och optimerat träningsmiljön 
med kvalitet och engagemang.

För ökad spelarkännedom och motivation bjuds 
även andra lovande spelare in till Elittruppens 
träning på Eurocenter vid tre tillfällen per säsong.

Varje tillfälle har ett eller flera kategoriteman.

Ungdom

Elitprogram

Riksläger genomfördes för U15-19 under augusti. 
De planerade Rikslägren i januari ställdes in på 
grund av pandemin, men i juni kunde återigen läger 
genomföras som planerat. Under junilägren togs 
första steget mot utvecklingen av en svensk bad-
mintonmodell, med ett innehåll som är genomgå-
ende för samtliga åldersklasser och som fortsätter 
vidare till framtida läger. Sportslig Ledning och 
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Förbundskaptener för respektive ungdomsklass har 
prioriterat att observera nationella tävlingar för att 
öka spelarkunskapen efter pandemin.

Observationstruppen utgörs av tio spelare som är 
toppen på vårt Elitprogram för Ungdom. Spelarna 
har vid flera tillfällen varit på Eurocenter för tränings-
perioder med Elittruppen och har även tagit del av 
RF:s Elitstödsfunktioner.

Under våren startade ett samarbete med Emelie 
Fabbeke, som därefter anställdes som Förbunds- 
kapten Ungdom (FKU) på halvtid inför säsongen 
2022–23. FKU ersätter de tre mindre förbunds- 
kaptenstjänsterna för U15, U17 och U19. Ambitionen 
är att skapa en tydligare kommunikation med spelare 
i Elitprogrammet Ungdom och deras huvudtränare.

Ytterligare en organisationsändring som inleddes 
inför rikslägren i juni är arbetet med 13 förbundsträ-
nare som knyts till U15–U19. De tränare som 
kopplas till U15-klassen kommer även att vara 
involverade i de regionala Utvecklings- och utbild-
ningslägren. Samtliga förbundstränare kommer att 
vara med på Rikslägren och tävlingar/mästerskap.

Resultat

JVM 

Inställt pga pandemin.

U17-EM, lag

Sverige-Polen 3-2, gruppspel
Sverige-Kroatien 5-0, gruppspel
Sverige-Belgien 5-0, gruppspel
Sverige-Tjeckien 2-3, kvartsfinal

Laget hade goda möjligheter att ta medalj i lagspe-
let, men slogs ut efter en knapp förlust mot Tjeck-
ien. Romeo Makboul gick obesegrad genom 
lagspelet i både singel och dubbel.

U17-EM, individuellt

Bronsmedalj till Romeo Makboul som nådde semi- 
final och förlorade mot slutsegraren Alex Lanier, 
Frankrike. Romeo gjorde bra prestationer i såväl 
singel som dubbel tillsammans med Mio Molin. 
Noteras att Romeo Makboul gick obesegrad genom 
hela lagspelet i både singel och dubbel. Elin Ryberg 
och Elin Öhling var mycket nära att vinna mot 
semifinalseedade ukrainskor för att nå en kvartsfinal. 

Vi har flera intressanta spelare i denna åldersgrupp 
med mycket kunskap och vilja.

Gymnasiala utvecklingsmiljöer

Tre gånger per termin genomförs RIG/NIU-möten 
där samtliga verksamhetsansvariga och tränare är 
inbjudna. Mötena är en blandning av information 
och dialog mellan deltagarna och förbundskansliet. 
Det är mycket konstruktiva möten som ökar sam-
verkan och möjliggör verksamhetsutveckling.

Riksidrottsgymnasiet Göteborg

Johan Blom är verksamhetsansvarig. Badminton- 
träningen bedrivs i Fjäderborgen och fysisk träning 
 i Katrinelundsskolans egna lokaler. Positivt att 
verksamheten engagerar regionens tränare/spelare 
och resurstränare och/eller sparring. Tre av spelarna 
i åk 3, Elin Öhling, Khushi Harakamani och Tom  
Roslin, ingick i Observationstruppen. Två av spelarna 
i utgående årgång har blivit uttagna till kommande 
säsongs Elittrupp (Khushi Harakamani och Mirjam 
Lindgärde).

Riksidrottsgymnasiet Uppsala

Elin Bergblom är koordinator/tränare och Andi 
Tandaputra har varit huvudtränare på banan. Under 
våren har Ulf Svensson vikarierat för Andi som valde 
att avsluta sin tjänst för att helt fokusera på sitt klubb- 
jobb. Badminton- och fysträning genomförs i Fyris- 
fjäderns badmintonhall. Eleverna har även möjlighet 
att fysträna på ett kommersiellt gym genom skolan.

NIU-verksamheter

Nio NIU-lärosäten har haft verksamhet läsåret 
2020–21. Orterna för NIU-verksamheterna är Umeå, 
Uppsala, Täby, Jönköping, Falköping, Göteborg, 
Trollhättan, Halmstad och Malmö.

Av dessa var det under läsåret dags för omcertifiering 
av Jönköping, Göteborg och Uppsala och samtliga 
har fått tillstyrkta ansökningar.

Eftergymnasiala utvecklingsmiljöer

Möjlighet till dubbla karriärer är något som vi 
värderar högt och framhäver i information till 
klubbar och spelare, inklusive RIG och NIU-elever. 
För badminton finns åtta Riksidrottsuniversitet (RIU) 
och elva Elitidrottsvänliga lärosäten (EVL). RIU i 
Umeå ligger i framkant i sitt arbete med att integrera 
eftergymnasiala studier med en kvalitet/kvantitet i 
träning som krävs för spelarutveckling. 

Vi har haft och har ett ökat samarbete med dessa 
träningsmiljöer eftersom deras roll för spelarutveck-
lingen utanför Elittruppen är mycket viktig, såväl nu 
som på längre sikt.

Riksidrottsuniversitetet i Umeå – Badminton 
Kompetenscentrum (BKC)

Löpande positiv dialog med BKC och verksamhets-
ansvarig Hannes Andersson. Dialogerna riktar sig 
mot olika former av samarbete mellan Elit- och 
landslagsområdet och BKC, exempelvis inom 
forskning/utveckling, tränarutbildning och distans-
utbildning för spelare. Inför säsongen 2022–23 har 
tre av BKC:s spelare tagits ut till Elittruppen och valt 
att flytta till Eurocenter i Uppsala: Nathalie Wang, 
Johan Azelius, Ronak Olyaee.
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Parabadminton Elitprogram

Rickard Nilsson har presterat mycket bra, med  
bland annat en finalplats i Kanada, när BWF drog i 
gång touren efter pandemin. Rickard låg i slutet av 
säsongen på sjätte plats på världsrankingen i sin 
klass SL4. I mixed spelar Rickard med norskan  
Helle Sofie Sagøy och paret ligger på elfte plats  
på världsrankingen i klassen SL3-SU5. Rickard 
nominerades till Paralympics i Tokyo. med blev 
tyvärr inte uttagen på grund av mycket få platser  
i varje klass. Under våren har förbundet ökat sin 
satsning på Rickards utveckling i form av resurs-
tränare och riktat stöd till hans huvudtränare  
Lotten Nilsson.

Under våren klassificerade sig Dilan Jacobsson  
(SL4) och Erik Söderdahl (SL3) vid en tävling i Dubai. 
Mycket positivt att det starka arbetet som görs 
centralt för att skapa intresse och medvetandegöra 
parabadminton ger resultat.

Svensk Badmintonmodell och  
utvecklingsarbete

Ett planeringsarbete har genomförts under våren 
2022 och första steget av implementeringen av den 
svenska badmintonmodellen skedde under Rikslägret 
i juni genom att ha ett gemensamt träningsinnehåll 
och gemensamma träningsrekommendationer. 
Strategin är lagd för utvecklandet av ”Svenska 
modellen” och denna del av implementeringen 
fortgår fram till Rikslägret i januari 2023 för att då 
grundligt utvärderas.

Fortbildning och jämställdhet

Sammanräknat sportslig ledning samt förbundstränare 
har vi 17 personer/tränare involverade i Elit och 
Landslag på senior- och ungdomssidan. 35 %  
(6 st) är kvinnor och målsättningen är minst en  
40-60 kvot.

Majoriteten har en utbildningsplan och för övriga 
skapas dessa inför kommande säsong. Alla har haft, 
och har, utmärkta utbildningsmöjligheter via RF 
Elitidrott.

Amanda Högström och Johanna Karlsson ingår 
sedan 2021 i SOK:s satsning på kvinnliga tränare, 
Projekt Q. Amanda är också uttagen till SOK:s 
tränarprogram.

Forskning

Samarbete med Umeå Universitet har inletts, kring 
en litteraturstudie under våren 2022. Vi avser att 
kartlägga befintlig forskning på fysisk kravprofil och 
utifrån denna utforma ett testbatteri. Victor Bengtsson 
har ansvarat för studien under våren och den 
fortsätter under kommande säsong med framtagandet 
av testbatteri och valid fysträning för badminton. 

Ambitionen är att genom litteraturstudien även kart- 
lägga om det finns områden kring fysträning för 
badminton där det finns begränsade studier och  
där rikta ett forskningsprojekt.

Status utvecklingsområden  
Internationella framgångar enligt  
Verksamhetsplan 2022–2023

•    Formulera, implementera och sprida den svenska 
badmintonmodellen till hela Badmintonsverige.

–  Implementeringen har påbörjats, fortgår under 
nästa säsong, se stycket Svensk Badminton- 
modell och utvecklingsarbete.

•    Utveckla samarbetet med stödfunktioner i 
Eurocenters närhet, samt observationstrupp 
knuten till Eurocenter.

– Genomfört, se stycket Eurocenter och Ungdom. 

•    Samverka med RF, SOK, BWF, med flera, gällande 
fortbildning av sportslig ledning och tränare 
knutna till Elit/landslagsverksamheten, med 
jämställdhetsperspektiv.

– Pågående, se stycket Fortbildning och jämställdhet.

•   Utveckla träningsmiljön för spelare som satsar 
mot Paralympics.

–  Pågående, se stycket Parabadminton Elitprogram.

•    Dialog och samverkan med universitet och 
högskolor gällande forskningsprojekt och dubbla 
karriärer för elitspelare.

– Förstudie har inletts, se stycket Forskning

FÖRENINGS- OCH DISTRIKTS- 
UTVECKLING 

Verksamhetsområdets styrgrupp ansvarar för fem 
utvecklingsområden med arbetsgrupper för  
respektive område:

– barn- och ungdomsbadminton

– vuxenbadminton

– parabadminton

– jämställdhet och värdegrund

– distriktsutveckling

Styrgruppen har under säsongen genomfört nio 
protokollförda digitala möten.

Projektstöd till föreningar

Hantering av sökbara projektstöd, där SBF tilldelats 
närmare en miljon kronor av Riksidrottsförbundet 
(RF) att fördela till föreningar utifrån deras ansök-
ningar inom områdena Barn och ungdomsidrott 
och Utbildning.
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Återstartsstöd till föreningar och distrikt

Av de 7,4 miljoner kronor i återstartsstöd som 
Svenska Badmintonförbundet tilldelats har närmare 
5,5 miljoner fördelats på följande sätt under 2021–22:

–  4,4 miljoner kronor till 123 av landets 222  
badmintonföreningar.

–  600 000 kr till 16 av våra 19 distriktsförbund.

–  462 000 kr i centrala satsningar på föreningar och 
distrikt, som Klubbresan till Victor Swedish Open, 
racketar och bollar för rekryteringsverksamhet, 
stöd till föreningar och distrikt som arrangerat 
internationella juniortävlingar, trots utmaningar 
under och efter pandemin.

Digitalt informationsmöte

Förenings- och distriktsutveckling har tillsammans 
med verksamhetsområdet Utbildning genomfört ett 
digitalt informationsmöte för föreningar och distrikt. 
Utbildningsområdet kompletterades med informa-
tion om Badminton Swedens och RF-SISU:s olika 
stöd, dvs sökbara projektstöd och återstartstöd, 
samt om våra centrala återstartssatsningar och 
utvecklingen av parabadminton i våra föreningar. 
Mötet var mycket uppskattat och samlade närmare 
100 personer från 70 olika föreningar.

Barn och ungdom

–  Tillsammans med Utbildning har vi genomfört 
digitala föreningsutbildningar steg 1 och 2 vid fem 
olika tillfällen, för totalt ca 150 deltagare.

–  Åtta regionala utbildnings- och utvecklingsläger 
för U11-U13 har genomförts.

–  En digital utbildningsplattform är under produk-
tion, i samverkan med Utbildning.

–  Fyra regionsläger för U13, U15 och U17 var 
inplanerade på olika orter under augusti månad, 
men ställdes in på grund av pandemin.

–  Rikslägret för U13, som ligger inom Förenings-
utveckling, ställdes in i januari på grund av covid-
restriktioner.

Vuxenbadminton

–  ”Everyone can play – Badminton hela livet” är ett 
projekt med stöd från Svenska Spel och RF:s 
Rörelsefonden för att utveckla rekryteringen av 
nya målgrupper i åldern 15 år till 65+ genom  
20 pilotföreningar. I nästa steg sprids kunskap, 
erfarenheter och goda exempel till övriga  
föreningar i Badmintonsverige.

–  Äldreidrott 65+: Stöd från RF för att i fem pilot- 
föreningar testa nya anpassade aktiviteter för att 
synliggöra gruppen 65+ och utveckla den verk-
samhet de deltar i idag, samt att sprida erfarenheter 
och utveckla organiserad föreningsverksamhet  
för denna målgrupp i fler av våra föreningar.

–  AirBadminton har lanserats för spelare i alla åldrar, 
under devisen ”Var som helst. När som helst. Hur 
som helst”, med stöd från Svenska Spel och RF:s 
Rörelsefonden för att öka spontanidrott och locka 
fler till rörelse. Event har genomförts på flera orter 
i samverkan med

Kommunikation/marknad och filmer har produce-
rats för att marknadsföra och öka intresset.

Parabadminton

–  Deltagande med ledare och spelare i Parasport-
förbundets Start Your Impossible Camp.

–  Medverkande på Parasportförbundets utbildnings- 
och informationsträffar.

–  Implementerat paraverksamhet i flera nya  
föreningar, vilket resulterat i att vi nu har nu 5–10 
föreningar som har eller håller på att starta upp 
föreningsverksamhet för spelare med funktions-
nedsättningar.

–  Två paraspelare, ungdomarna Erik Söderdahl, Täby 
och Dilan Jacobsson, Trollhättan har klassificerats, 
vilket är en förutsättning för deltagande i para- 
tävlingar. Detta skedde vid Dubai Parabadminton 
International 2022, vilket blev deras debut i 
internationella sammanhang.

Jämställdhet/värdegrund

–  Riktade rekryteringar av kvinnliga ledare till olika 
roller, ledaruppdrag och utbildningar på alla nivåer.

–  Arbetet med RF:s nya Riktlinjer för barn och 
ungdomsidrott har inletts och kommer att 
implementeras i Badminton Sweden till säsongen 
2023-2024.

Distriktsutveckling

–  Kartläggning och en nulägesanalys av verksam- 
heten i våra 19 distriktsförbund har genomförts 
genom en enkät till samtliga distrikt och en studie 
av hur andra SF valt att utveckla sina distrikt. Inför 
nästa säsong ser vi en möjlighet att utveckla vår 
distriktsorganisation tillsammans med distrikten 
för att skapa förnyelse, anpassa oss till dagens 
behov och bli mer effektiva. 

Status utvecklingsområden Badminton för 
alla och Attraktiva träningsformer enligt 
Verksamhetsplan 2022–2023

•    Skapa samverkan mellan Svenska Badminton- 
förbundet (SBF), föreningar och intressenter 
såsom hallägare, kommuner för attraktiva med-
lemskap, tävling/serie och andra aktiviteter för 
spelare som ännu inte är medlemmar i SBF.

–  Inleds augusti 2022.
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•   Utveckla ungdomars delaktighet och inflytande  
i föreningarna.

– Projekt med stöd av RF inleds juli 2022.

•   Kontakta alla föreningar och introducera para- 
badminton, för att utveckla föreningarnas för-
måga att rekrytera och ta hand om nya aktiva, 
inklusive paraspelare.

– Har påbörjats, fortsätter nästa säsong.

•   Skapa insatser för att öka rekryteringen av  
kvinnor till Svenska Badmintonförbundets olika 
verksamheter.

–  Pågående, riktade rekryteringar av kvinnor till 
olika roller, ledaruppdrag och utbildningar.

•   Bjuda in olika målgrupper till dialogträffar och 
konferenser för att involvera fler i utformandet av 
nya, attraktiva träningsformer.

–  Utveckling och genomförande av digitala  
föreningsutbildningar, samt informationsträff  
har genomförts.

•   Skapa stimulerande träningsformer och anpas-
sade, mer flexibla, träningsgrupper för spelare, 
oavsett ålder och nivå och sprida goda exempel 
av dessa.

–  Projekten Everyone can play -Badminton hela 
livet och Äldreidrott 65+ har genomförts.

TÄVLING OCH SERIE

Verksamhetsområdet består av en styrgrupp och 
fem arbetsgrupper:

– Tekniska funktionärer

– Rankning/klassning

– Seriespel

– Ungdom

– Regelgruppen).

Cirka 16 personer arbetar ideellt med individuella 
tävlingar, seriespel, arrangemang och tekniska 
funktionärer. Coronapandemin medförde även den 
här säsongen en viss påverkan på möjligheten att 
genomföra tävlingar och flera nationella och 
internationella tävlingar ställdes in. Det totala antalet 
tävlingslicenser under säsongen var 5 176, vilket är 
jämförbart med normalår, och avsevärt högre än 
säsongen innan som var hårt drabbad av pandemin. 
Antalet serielag ligger på 140 lag i division 1-4.

SM-tävlingar

Tävlingssäsongen startades upp med att samtliga 
uppskjutna SM från 2021 spelades från mitten av 
augusti till början av september. Det var stor glädje 
hos såväl deltagare som publik att återigen få 
chansen att träffas i samband med badminton- 
tävlingar. 

Senior-SM 2021 arrangerades av Borås Badminton 
som bjöd på ett väl genomfört arrangemang som 
uppskattades av både deltagare och publik. 

IFK Umeå stod som värd för Junior-SM, Ungdoms 
SM-tävlingarna arrangerades av Täby

BMF, Fyrisfjädern BMK respektive Spårvägen BMF, 
medan Veteran-SM arrangerades av Tranås BMK.

Samtliga SM-arrangörer genomförde fina tävlings-
evenemang och de flesta SM-tävlingarna kunde 
även följas live via sändningar på Solidsport.

Även säsongens ordinarie SM-tävlingar kunde 
genomföras även om Senior-SM fick flyttas fram  
på grund av rådande restriktioner. Senior-SM 2022 
arrangerades av Växjö BK i mitten av mars och 
U19-SM arrangerades av Täby BMF två veckor 
tidigare. SM U13-17 arrangerades av Fyrisfjädern 
BMK, Torp GoIF respektive Bergsåker BMK. 

Tranås BMK arrangerade Veteran SM i början av maj 
under samma helg som Lag-SM Ungdom genom-
fördes i Enskede med Spårvägen BMF som arrangör. 

Alla våra SM arrangörer genomförde fina tävlings-
evenemang och det här året sändes samtliga SM via 
Solidsport.

Badminton Sweden tackar samtliga föreningar som 
arrangerat-SM tävlingar under säsongen för ett bra 
arbete.

Möten och planering inför deltagande i SM-veckan  
i Skövde 2023 genomfördes under säsongen.  
Vi tvingades dock att tacka nej på grund av att 
arrangörerna inte kunde erbjuda hall som mötte 
våra krav på takhöjd och plats för publik.

Victor Badmintonligan/Lag-SM

Victor Badmintonligan genomfördes med spel i 
grundserien och i mellanserierna där åtta lag spelade 
om att ta sig vidare till slutspel. Efter slutspelets (dvs 
Lag-SM) kvartsfinaler och semifinaler stod det klart 
att Påvelund TBK och Fyrisfjädern BMK kvalificerade 
sig för final. I likhet med tidigare år blev det en mycket 
jämn final där Fyrisfjädern vann det avgörande 
Golden setet och korades till svenska lagmästare  
för säsongen 2021/2022.

Då Halmstad BMK valt att inte ställa upp i Victor 
Badmintonligan kommande säsong genomfördes 
ett kval till Victor Badmintonligan utan något lag 
från högsta ligan. Istället spelades ett kval mellan 
Kista BMK och Spårvägen BMF, seriesegrarna i 
division 1 norra respektive mellan. Vann i den 
kvalmatchen gjorde Spårvägen och blev därmed 
klara för Victor Badmintonligan säsongen 
2022/2023.
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Seriespel Division 1-4

Samtliga serieomgångar kunde, efter två år av 
avbrutet/inställt seriespel, genomföras enligt den 
ursprungliga planen. Sex seriesammandrag spelades 
varav en dubbelhelg i november där ett samman-
drag spelades på lördagen och ett på söndagen.

Elitklassen

För att stärka elitklassen och förbättra möjligheterna 
för våra elitklassade spelare att tävla nationellt mot 
vassa konkurrenter har ett utvecklingsarbete genom- 
förts, som fortsätter under nästa säsong. En stor-
satsning för att stärka SGP-tävlingarna är första 
steget, med fler tävlingar i Svenskt Grand Prix från 
hösten 2022, och fina prispengar i potten för att 
locka starka startfält.

Ungdomsklasserna

Under en testperiod under våren 2022 beviljades ett 
fåtal U9/U11-spelare dispens för att delta i högre 
åldersklasser. Utvärdering visade att av de spelare 
som har beviljats dispens och deltagit i högre 
åldersklass har majoriteten fått jämna matcher och 
tagit sig vidare till slutspel.

Utifrån detta beslutades att regelskrivningen ”U9 
och U11 får endast spela i sin egen åldersklass”. 
Sektion E §20 tas bort inför säsongen 2022/2023, i 
syfte att främja jämnare matcher genom att ta 
hänsyn till barns mognadsgrad snarare än en strikt 
åldersbaserad indelning.

Detta är enligt Riksidrottsförbundets uppdaterade 
skrivelse ”Riktlinjer för barn och ungdomsidrott”,  
där det poängteras att åldersindelning baserat på 
födelseår inte alltid är det mest optimala utan att  
”de vuxnas ambition måste vara att göra indelningen 
utifrån varje barns och ungdoms bästa”. Vidare 
konstateras i samma skrivelse att ”graden av fysisk, 
kognitiv och emotionell mognad kan variera avse-
värt i grupp med utövare, även om de är födda 
samma år. Att dela in barn och unga efter födelseår 
förutsätter därför en flexibilitet i tävlingssystemet 
likväl som förståelse och flexibilitet hos tränare 
eftersom den biologiska åldern (barnets mognads- 
ålder) kan variera.”

Tekniska funktionärer

Gruppen Tekniska Funktionärer (TF) har under 
säsongen 2021–22 haft sju videomöten.

Åsa Sahlberg valdes in som medlem i gruppen 
Tekniska funktionärer under våren med uppgift att 
ge utvecklingsstöd till nyutbildade domare samt att 
ge återkoppling på deras dömande. Detta arbete 
omfattar också domares förberedelser för interna-
tionellt dömande.

Gruppen Tekniska Funktionärer initierar och genom-
för utbildning och fortbildning kontinuerligt.

Nationellt genomför TF-gruppen referee-utbildning 
och under våren har Cheddi Liljeström och Marie 
Svedell godkänts som nationella referees. 

Någon förbundsdomarutbildning har inte genom-
förts under säsongen, däremot ett antal distrikts- 
och klubbdomarutbildningar regionalt. Åsa Sahlberg 
har genomfört kontinuerlig uppföljning av utbildade 
domare i öst vilket varit mycket positivt. TF-gruppen 
har fortsatt att genomföra s.k. appraisals, i första 
hand på div 1-sammandrag.

I juni genomfördes två tävlingsledarutbildningar 
med stort deltagarantal i Malmö och Umeå, som en 
del av den centrala återstartssatsning som fortsätter 
under nästa säsong.

TF-gruppen använder budgetmedel för att domare 
ska kunna resa till och döma i kvalificerade samman-
hang. Internationellt dömande har varit begränsat 
under säsongen till följd av pandemin, men ett 
mindre antal uppdrag har dock kunnat genomföras.

Parabadminton

Paniz Yousefi har certifierats till National Level 1 
Classifier under en BWF-workshop, i samband med 
Spanish Para Badminton International I, i Cartagena, 
Spanien.

Status utvecklingsområden Attraktiva 
tävlingsformer enligt Verksamhetsplan 
2022–2023

•   Bjuda in olika målgrupper till dialogträffar och  
konferenser för att involvera fler i utformandet av 
nya, attraktiva tävlingsformer.

– Inleds september 2022.

•    Utveckla nya tävlings- och serieformer, individu-
ellt och i lag, ålders- och könsintegrerat.

–  Pågående för Elitklassen respektive Ungdoms-
klasserna

•   Skapa förutsättningar för paratävlingsverksamhet 
genom att utbilda fler klassificerare och samverka 
vid paratävlingsarrangemang.

– Pågående, se stycket Parabadminton. 

UTBILDNING 

Verksamhetsområde Utbildning har som uppdrag  
att arbeta aktivt med rekrytering och utbildning av 
funktionärer, ledare och tränare till Badminton 
Swedens verksamhet, samt att utveckla utbildnings-
programmet, tränarutbildning, föräldrautbildning 
och bidra med centralt stödmaterial.
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Utbildningsarbetet har letts av Hannes Andersson, 
utbildningsansvarig på Badminton Sweden (50 % 
tjänst). Styrgruppen har under säsongen haft  
fyra möten.

Utveckling av utbildningsprogrammet

Topptränarutbildningen (TTU)

Topptränarutbildningen stod under säsongen  
2020–21 för en omställning från fysiska träffar  
till digitala träffar på grund av rådande pandemi. 
Topptränarutbildningen har tack vare digitaliseringen 
lyckats fortgå under säsongen, med viss om- 
organisering i utbildningsplanen.

Under 2021–22 har utbildningen kunnat återgå  
till fysiska träffar vilket varit mycket glädjande för 
deltagarna. Sista och avslutande kurstillfället  
genomfördes i maj månad på Bosön. 

Föreningsutbildningen

2021 gick första kursen av Badminton Swedens 
föreningsutbildning, ledd av Thomas Csiffary. Kursen 
syftar till att hjälpa klubbar i sin utveckling av spelare 
och behandlar såväl nycklar som tips på hur vi 
motiverar spelare, men även hur vi ger dem goda 
förutsättningar för inlärning av teknik i fotarbete  
och racket. Kursen är framtagen av föreningsut-
veckling i samarbete med utbildningsansvarig.

Föreningsutbildningen är en tredelad utbildning 
Svenska Badmintonförbundet varav Steg 1 och 2 är 
digitala medan Steg 3 är en fysisk utbildning. Under 
året genomfördes två Steg 1 och två Steg 2-kurser. 
Kurserna samlade totalt ca 140 deltagare. Det är 
tydligt att det finns en stor efterfrågan på denna typ 
av föreningsutbildning både hos tränare och 
föreningsledare.

Informationsträffar 

I samverkan med verksamhetsområde förenings- 
utveckling genomfördes en första digital informa-
tionsträff för svensk badmintons föreningar och 
distrikt. Det har funnits ett behov av att tydliggöra 
hur vi kan stötta föreningarna inom utbildning och 
utveckling och intresset att delta var mycket stort.

Under 2022 anordnades ytterligare en träff där 
deltagare från hela landet sammanstrålade. En god 
uppslutning om ca 90 deltagare visar att detta är ett 
viktigt och återkommande segment för att förbättra 
kommunikationen med föreningar och distrikt. 

Verksamhetsområde utbildning och föreningsut-
veckling ser dessa föreningsträffar som något 
återkommande, och planerar att regelbundet bjuda 
in till träffar en till två gånger per år. Framtida träffar 
skulle även kunna gå in djupare på att diskutera 
utvecklingsområden och ge utrymme för diskussion 
och kunskapsutbyte mellan föreningarna.

Digital plattform för spelar- och ledarutveckling

I nära samarbete med föreningsutvecklings barn- 
och ungdomsidrott påbörjades 2021 ett arbete med 
en digital utbildningsplattform för spelar och ledar- 
utveckling. Lärplattformen ska fungera som ett 
hjälpmedel till föreningar, tränare och föräldrar och 
komplettera den nuvarande tränarutbildningsstegen 
med inspiration och tips.

Under våren 2022 tog arbetet flera kliv framåt och 
avtal slöts med SISU förlag för att producera webb-
sida och filminspelning. Sidan ska ses som ett stöd 
och verktyg för föräldrar/ledare som ännu inte gått 
någon tränarutbildning, men som på egen hand 
söker kunskap för att förbättra sitt tränarskap. 
Plattformen har också i syfte att vara en lättåtkomlig 
och användarvänlig sida där spelare på egen hand 
kan klicka sig runt och hitta tips, råd och inspiration 
till att utveckla delar i sitt spel i en logisk ordning. 
Hannes Andersson och Thomas Csiffary är projekt-
ledare för denna arbetsprocess som slutförs under 
nästa säsong

Ledar- och tränarutbildningar på RIG/NIU

Under Victor Swedish Open anordnades en stor 
gymnasieresa där samtliga RIG och NIU mötte upp  
i Uppsala för en fullmatad helg med badminton. 
Utbildningsprogrammet under Swedish Open 
bestod av Shuttle Time för årkurs 1 och en skräddar-
sydd föreningsutbildning för årkurs 3, kombinerad 
med linjedomarpraktik under Victor Swedish Open 
för samtliga gymnasister.

Sammanställning Tränarutbildningar

Digitala utbildningshelgen 2021

I augusti var det premiär för en utbildningshelg i 
digitalt format. Målet var redan från start att skapa 
ett inkluderande format som kändes lättillgängligt 
och intressant för alla olika nivåer inom svensk 
badminton. Det blev en stor uppslutning med 
närmare 120 deltagare totalt på de olika utbildnings-
passen.

Lokala utbildningar

Shuttle Time och Badminton ABC

Shuttle Time och Badminton ABC är kurser på 
grundnivå i Badminton Swedens utbildningsprogram. 
Under säsongen har vi genomfört 15 Shuttle Time 
kurser respektive 10 Badminton ABC. Utbildningarna 
har varit spridda över hela Sverige, från Luleå i  
norr till Malmö i söder. Badminton ABC har under 
säsongen 2021–22 setts över för att utveckla kursen 
och styra in den mer skarpt mot de behov vi ser på 
grundläggande utbildningsnivå. En referensgrupp 
har tillsatts och arbetar med en ny version av kursen 
under arbetsnamnet ”Badminton ABC 2.0”.
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Centrala utbildningar

Topptränarutbildning (TTU)

Topptränarutbildningen har under säsongen kunnat 
återgå till fysiska träffar vilket varit mycket glädjande 
för deltagarna. Sista och avslutande kurstillfället 
genomfördes i maj månad på Bosön. Det kan 
konstateras att närvaron varit högre på de digitala 
träffarna än de fysiska, även fast de flesta deltagare 
beskriver att de saknat de fysiska träffarna. Det är 
uppenbart att flexibiliteten med digitala utbildnings-
lösningar har fördelar (låg tröskel, inga resor/
övernattningar etc) samtidigt som flera kursmoment 
helt enkelt blir bättre vid det fysiska mötet. 

Referensgruppen har haft tre digitala möten under 
året samt löpande kommunikation i utbildningsfrågor 
kopplat till kursen. Referensgruppen för TTU består 
av Thomas Csiffary, PG Fahlström, PH Croona, Lars 
Sologub, Åsa Strindlund och Hannes Andersson.

Coach Level 1

Coach Level 1 är första steget i tränarutbildnings- 
stegen och är ett kliv framåt ifrån grundkurserna 
Shuttle Time och Badminton ABC. 

Coach Level 1-utbildningar har under säsongen 
genomförts i Växjö, Borlänge, Trollhättan och 
Stockholm.

Teknik Clinic

Genomförts digitalt på utbildningshelgen i augusti, 
kursledd av Thomas Csiffary.

Digital föreningsutbildning

Steg 1: Två kurser. Totalt 25 deltagare

Steg 2: Två kurser. Totalt 110 deltagare

Parabadminton (Fråga skickad till Hannes)

Utbildning inom parabadminton har skett genom en 
föreläsning med Paniz Yousefi under den digitala 
utbildningshelgen. Inspiration och bollplank för 
tränare och föreningar som vill starta upp verksam-
het inom Para.

Paniz har även under säsongen certifierats till National 
Level 1 Classifier under en workshop i Spanien.

SOK:s tränarprogram ”Olympisk Offensiv  
kvinnliga tränare”

Amanda Högström och Johanna Karlsson har ingått 
som två av de 20 lovande svenska kvinnliga tränare 
som utsetts till ”Olympisk Offensiv kvinnliga tränare” 
där framtida hållbart ledarskap är den röda tråden. 
Utbildningen inleddes våren 2021 och löper vidare 
även under nästa säsong.

Internationella utbildningar

Under säsongen 2021–22 har Behnaz Pirzamanbin 
blivit antagen till och genomfört Coach Level 3 i 
Danmark. Utöver Thomas Csiffary är Behnaz förste 
svensk på denna nystartade BWF-kurs.

Åsa Strindlund har deltagit i Badminton Europes 
Administrator-kurs i Zagreb.

Status utvecklingsområden Ledarskap  
i framkant enligt Verksamhetsplan  
2022–2023

•   Revidera och komplettera utbildningsprogrammet 
för tränare och tekniska funktionärer.  
Föreningsutbildningen.

–  Pågående, utveckling av digital plattform för 
spelar- och ledarutveckling.

•   Arrangera nationella utbildningar och stötta 
föreningar och distrikt i planering av utbildnings-
aktiviteter lokalt och regionalt, med jämställd-
hetsperspektiv vid rekrytering av ledare, tränare 
och funktionärer.

– Genomförs löpande.

•   Skapa en naturlig övergång från aktiv till tränar-/
ledarroll för att behålla fler i badminton, genom 
anpassad utbildning och fortbildning, samt 
karriärrådgivning.

– Inleds september 2022.

•    Tydliggöra och kommunicera SBF:s ledarskaps- 
filosofi, som bygger på vår gemensamma  
värdegrund.

– Inleds september 2022.

•   Öka samverkan med RF/SISU, DF/SISU, Parasport 
Sverige, Badminton World Federation, Badminton 
Europe. 

–  Kontinuerlig kontakt med dessa organisationer, 
vilket fortsätter under nästa säsong.

KOMMUNIKATION OCH MARKNAD

Det finns ett stort behov inom Badminton-Sverige 
av information av olika slag, där mycket av för- 
bundets kommunikation kanaliseras genom vår 
kommunikatör Johan Pellas.

Våra kommunikationskanaler är flera, och informa-
tionen anpassas till viss del utifrån målgruppen. 

Vår hemsida (som under kommande verksamhets-
område får ett helt annat utseende och innehåll 
med start hösten 2022) fungerar idag mer som en 
statisk informationssida där förbundsfakta av olika 
slag samlas.

Istället är det främst de sociala medierna som utgör 
centrala budbärare av information, där vi ser en stor och  
tydlig tillväxt av följare på både Facebook och Instagram.

Genom dessa kanaler har vi snabbt och enkelt 
kunnat kommunicera ut relevant information till ett 
stort antal personer, oavsett verksamhetsområde.
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Satsningar har även gjorts under verksamhetsåret på 
rörlig medieproduktion av olika slag, med filmat och 
mer levande material. Ett syfte med detta är att 
bättre attrahera inte minst den yngre målgruppen.

Vi har även med framgång gjort livesändningar på 
sociala medier under stora evenemang som Victor 
Swedish Open och Lag-SM finalen, där vi skapat en 
intervjuhörna där spelare, ledare och andra intres-
santa personer har dykt upp för att delge sina tankar 
inför och efter matcher. Med detta vill vi lyfta vår 
idrott och dess utövare och skapa en ny och 
modern arena att synas på.

Parallellt har ett varumärkesarbete påbörjats där vi 
på olika sätt försöker bidra till ökad synlighet i media 
och samhälle. Detta arbete omfattar flera olika delar 
och inriktningar, bland annat en process i en ny 
grafisk profil för förbundet, mediaträning för Elit-
truppen på Eurocenter, samt ett återkommande 
arbete mot svensk media när vi har saker att berätta, 
som vid stora evenemang eller framskjutna place-
ringar på olika tävlingar runt om i världen. 

Parallellt med varumärkesarbetet har dialog förts med 
potentiella samarbetspartners, där vi i konkurrensen 
tror att vi med ett mer vässat varumärkesarbete kan 
hoppas på retroaktiv framgång under kommande 
verksamhetsår.

ÖVRIGT

Veteranernas tävlingsverksamhet

Säsongen 2021/2022 blev en hackig säsong med 
såväl genomförda, inställda som framflyttade 
badmintontävlingar. Allt detta på grund av covid-19 
pandemin som inte ville släppa greppet. Men ju 
längre säsongen varade så kom tävlingsspelandet  
i gång på många platser runt om i Sverige.

Bland våra nationella veterantävlingar var det bara 
Lugi Eurofinans Cup i Lund som kunde genomföras. 
Gotlandsspelen och Stockholm Vintage ställdes in.

Huvudnumret denna säsong var Veteran-VM som 
spelades i december i Huelva, Spanien med ca 1250 
deltagare från hela världen. Den svenska veteran-
truppen bestod av drygt sextio spelare.

Resultatmässigt gick det mycket bra för Sverige som 
tog medaljrekord. 

Totalt i medaljligan kom vi trea med endast England 
och Danmark framför oss. Extra glädjande är att vi 
totalt hade 35 kvartsfinalplatser eller bättre bland de 
60 svenska spelare som startade visar vilken hög nivå 
svensk veteranbadminton håller. Det lovar gott inför 
nästa VM som går i Jeonju, Sydkorea i augusti 2023. 

Ett stort grattis till våra medaljörer!

Här är samtliga medaljörer i Veteran-VM 2021:

Katja Wengberg. Brons DD40

Ulf Svenson. Silver HS45, Brons HD45

Mikael Nilsson. Brons HD45

Stefan Grahn. Silver HS50

Magnus Nytell. Guld XD55, Brons HD55, Brons HS55

Erik Söderberg. Silver XD55, Brons HD55

Anki Gunners. Silver XD55, Brons DD55

Magnus Ericson. Guld XD60, Brons HD60

Bengt Mellquist. Brons XD60, Brons HD60

Sonja Hermann. Silver DD60

Kerstin Kristoffersson. Guld XD60

Per Areskär. Brons XD60

Jeanette Sandström. Brons XD60

Cheddi Liljeström. Brons HS65, Brons XD65

Stefan Ohrås. Silver HS70, Brons MD70

Lieselotte Wengberg. Brons DS70, Brons DD70

Ewa Carlander. Brons DD70

Gabriele Johansson. Brons DD70, Brons XD70

Denis Bengtsson. Brons HD75

Lisbeth Bengtsson. Brons XD75

Några av de veterantävlingar som spelats  
internationellt under säsongen med svenskt  
deltagande:

Danisa Denmark Open Senior

Yonex Scottish International Master

Yorkshire Masters Gold, England

Hvidovre Int’l Veteranturnering, Danmark

Kent Master Gold, England

All England Seniors, England

Årets Veteran-SM arrangerades av Tranås badminton-
klubb i maj och totalt deltog ca 213 spelare i 35 
klasser. Ett mycket bra organiserat SM av Tranås 
BMK.

Styrgruppen fortsätter sitt arbete med att utveckla 
veteranverksamheten och ser nu över möjligheten 
att kunna informera om verksamheten, tävlingar 
mm genom Badminton Swedens hemsida.

Utmärkelsen Årets Veteran, dvs Michael Schwarz 
trofé, delades ut vid Veteran-SM i Tranås till Magnus 
Ericson och Kerstin Kristoffersson efter fina resultat 
under säsongen där kronan på verket var VM guldet 
i mixeddubbel i 60-årsklassen i Huelva, Spanien.
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Jan Åhrbergs Ledarstipendium

Mottagare av Jan Åhrbergs Ledarstipendium hösten 
2021 var Tove Söderdahl, Täby. Stipendiat för våren 
2022 kommer att offentliggöras vid Förbunds- 
stämman 2022.

På grund av pandemi-restriktioner hade prisutdel-
ningen till föregående säsongs stipendiater skjutits 
upp men i maj tog Lasse Westerbäck, Trollhättan, 
och Johan Blom, Göteborg, emot sina ledarstipen-
dier vid en traditionsenlig ceremoni i Restaurang 
Borgen i Uppsala.

Stipendiekommittén består av PG Fahlström, 
Elisabeth Bademo och Åsa Strindlund (tjänsteman).

Victor Swedish Open 2022

Victor Swedish Open genomfördes i Uppsalas IFU 
Arena i januari 2022, vilket var oerhört glädjande då 
tävlingen ställdes in året innan på grund av pandemin. 

Tävlingen var mycket lyckad och genomfördes 
utomordentligt väl trots utmaningar med covid-
protokoll för att begränsa smittspridning,  
omfattande provtagningar, manfall på funktionärs-
sidan pga covid och karantänhantering av smittade 
spelare.

Nya uppskattade aktiviteter detta år var Event-corner, 
dvs en intervjuhörna med intressanta inslag som 
även sändes via facebook, samt Klubbresan, där 800 
aktiva från ett trettiotal föreningar samlades för att 
titta på matcher och umgås under Victor Swedish 
Open. Detta tar vi med oss som goda erfarenheter 
att erbjuda under kommande år,

Vi tackar tävlingsorganisationen med alla ideella 
krafter ledd av Stefan Sjöö som återigen stod för ett 
mycket uppskattat och väl genomfört evenemang.

 

14  SVENSKA BADMINTONFÖRBUNDETS ÅRSREDOVISNING 2021 – 2022

Transaktion 09222115557476351332 Signerat PS, SN, ES, DT, MSTransaktion 09222115557476391088 Signerat MV



SVENSKA BADMINTONFÖRBUNDETS ÅRSREDOVISNING 2021 – 2022 15

Om Svenska Badmintonförbundet

Svenska Badmintonförbundet (SBF) arbetar dagligen 
för badmintons utveckling i Sverige. Förbundet är 
en ideell förening och har sitt säte i Stockholm, med 
kontor på Idrottens Hus i Skanstull. Svenska Badmin-
tonförbundet är uppdelat i 19 distrikt och består av de 
föreningar som upptagits som medlemmar i förbun-
det. 227 föreningar är anslutna till SBF och i dessa finns  
sammanlagt 47 928 medlemmar.

Officiellt organ: www.badminton.nu

Verksamhetens art och inriktning

Svenska Badmintonförbundet har till uppgift att främja 
och administrera badmintonidrotten i Sverige och att 
företräda vår idrott i utlandet på ett sådant sätt att  
den står i överensstämmelse med idrottens mål och 
inriktning och följer därmed Sveriges Riksidrotts- 
förbundsstadgar kap 1.

Svenska Badmintonförbundets vision kännetecknar 
verksamhetens mål:

– Badminton, kvalitetstid för alla hela livet.

Verksamhetsidén tydliggör syftet med idrotten:

–  Vi bedriver badminton i föreningar för att må bra,  
ha roligt och utvecklas under hela livet.

Verksamhetsområdena består av:

– Elit/landslag

– Förening/distrikt

– Marknad/kommunikation

– Tävling/serie

– Utbildning

Verksamhetsområdena stöds av det centrala kansliet 
och har var sin styrgrupp som säkerställer förvalt-
ningen och utvecklingen av respektive verksamhet. 
Rapportering sker fortlöpande till förbundschef och 
styrelse.

Det här ska vi uppnå (2025)

Badminton för alla

Föreningar i hela landet erbjuder attraktiv badminton-
verksamhet för alla oavsett ålder, kön, spelnivå, bak-
grund. Det är naturligt för dem som spelar badminton 
regelbundet att tillhöra en förening.

Ledarskap i framkant

Föreningar i hela landet deltar i Svenska Badminton-
förbundets och RF/SISU:s utbildningsprogram för 
ledare, tränare, tekniska funktionärer och organisa-
tionsledare.

Attraktiva tränings- och tävlingsformer

Föreningar och övrig verksamhet erbjuder moderna 
och anpassade tränings- och tävlingsformer utifrån 
ålder, nivå och förutsättningar.

Internationella framgångar

Svensk badminton erbjuder genom våra föreningar 
och elit/landslagsverksamhet goda utvecklingsmiljöer 
från barn och ungdom via gymnasier till seniorelit, 
vilket resulterar i att vi konkurrerar om medaljer på 
internationella mästerskap.

Verksamhetsidé – därför finns vi

Vi bedriver badminton i föreningar för att må bra, ha 
roligt och utvecklas under hela livet.

Verksamhetsidén är kärnan i Svenska Badminton- 
 förbundet, konkretiserar visionen och tydliggör vad vi 
ägnar oss åt och varför vi finns, det vill säga är ramen 
för vad vi erbjuder.

Uppdrag – det här är vår uppgift

Svenska Badmintonförbundet har till uppgift att ”främja 
och utveckla badminton på alla nivåer i Sverige samt 
företräda svensk badminton i utlandet”.

Styrelsen för Svenska Badmintonförbundet med org.nr 817601-1495 
avger härmed årsredovisning för räkenskapsåret 2021/2022.

FÖRVALTNINGSBERÄTTELSE
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Licenser och tävlingsstarter
2022-06-30 2021-06-30 2020-06-30

Antal licenser 5 176 3 008 5 249

Antal rapporterade tävlingsstarter 23 991 3 581 25 954

Antal serielag 140 141 148

       

 
Medlemmar 

Medlemmar enligt Idrott Online

2022-06-30 2021-06-30 2020-06-30

Män 30 449 27 789 28 116

Kvinnor 17 479 15 753 15 426

Totalt 47 928 43 547 43 542

Per distrikt enligt Idrott Online        

 MÄN KVINNOR TOTALT FÖRENINGAR

 21/22 20/21 21/22 20/21 21/22 20/21 21/22 20/21

Blekinge 273 324 158 155 431 479 5 5

BohuslänDal 741 633 415 335 1 156 968 12 12

Dalarna 842 802 402 362 1 212 1244 11 11

Gotland 301 336 191 209 492 545 7 8

Gästrikland 191 181 125 126 316 307 2 2

Göteborg 4 137 3 598 2 519 2 150 6 656 5 748 18 16

Halland 1 091 1324 636 811 1 727 2 135 8 8

Hälsingland 487 469 275 262 762 731 6 6

Jämtland/Härjedalen 387 352 234 220 621 572 3 3

Mellansvenska 1 947 1837 1 024 976 2 971 2813 24 24

Norrbotten 675 525 285 248 960 773 7 8

Skåne 5 004 4434 2 833 2418 7 838 6853 37 39

Småland 1 767 1634 1 090 1044 2 857 2678 22 21

Stockholm 6 451 5799 3 839 3441 10 293 9242 25 25

Uppland 2 074 1823 1 081 893 3 157 2718 9 8

Värmland 494 658 251 216 745 658 7 6

Västerbotten 1 878 1626 1 042 873 2 920 2499 3 3

Västergötland 1 326 1213 780 667 2 106 1880 15 13

Västernorrland 383 437 299 347 682 784 6 7

Totalt 30 449 27 789 17 479 15 753 47 928 43 547 227 225
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Ekonomi

Svenska Badmintonförbundet har haft en sedvanlig 
ekonomihantering där Åsa Strindlund (FC) haft det 
operativa ansvaret och som utförts av Andy Tsai (Ek).

Resultat och ställning

Svenska Badmintonförbundets ekonomiska utveckling i sammandrag.

2021-07-01
2022-06-30

2020-07-01
2021-06-30

2019-07-01
2020-06-30

2018-07-01
2019-06-30

Verksamhetsintäkter 17 642 727 10 358 182 11 070 651 11 864 647

Resultat ord. verksamhet 224 352 61 092 387 906 89 763

Årets resultat 224 545 61 092 387 906 89 763

Balansomslutning 11 750 706 7 831 536 7 062 256 5 446 032

Antalet anställda 8 7 10 8

Likvida medel 9 269 985 6 143 488 5 343 738 3 513 790

 

Verksamhetsinriktning

Verksamhetsinriktning 2022–23, se separat dokument.

Förvaltning

Styrelsens sammansättning

2021-07-01 – 2022-06-30

Ordförande: Tommy Theorin t.o.m. 23 mars 2022

T.f. ordförande: Pernilla Ståhle fr.o.m. 23 mars 2022

Vice ordförande: Pernilla Ståhle t.o.m. 23 mars 2022

Ledamot: Hans Christensen t.o.m. 27 feb 2022

Ledamot: Stefan Nyberg

Ledamot: Daniel Toll

Ledamot: Marie Svedell

Ledamot: Ewa-Lotte Sohlström

Styrgrupper

Elit och landslag

Stefan Nyberg (styrelsen/ordförande), Per-Henrik 
Croona (kansli/Sportslig ledning), Thomas Csiffary, 
Emelie Fabbeke, Paniz Yousefi.

Förenings- och distriktsutveckling

Pernilla Ståhle (styrelsen/ordförande), Claes  
Johansson (kansli/arbetsområde Vuxenbadminton), 
Jan-Erik Sandin (arbetsområde Distriktsutveckling), 
Viktor Weiberg (arbetsområde Jämställdhet/Bad-
minton vill, Tove Söderdahl (arbetsområde Para), 
Boxiao Pan (arbetsområde Barn/ungdom), Thomas 
Csiffary (kansli/arbetsområde Barn/ungdom).

Kommunikation och marknad

Hans Christensen (styrelsen/ordförande, t.o.m. 
220227), Johan Pellas (kansli), Åsa Strindlund (kansli), 
Sören Norell, Göran Tjulin.

Tävling och serie

Daniel Toll (styrelsen), Mia Thorselius (kansli),  
Pär Lindau (ordförande), Christer Olsson, Roger  
Johansson, Veronica Österlund.

Tekniska funktionärer

Roger Johansson (ordförande, Region väst),  
Ann-Gerd Sjöström (Region norr), Lars Ericson 
(Region öst), Erik Säfsten/Cheddi Liljeström (från 
april) (Region syd), Jan Andersson och Håkan Fossto 
(internationella frågor), Daniel Sahlberg (strategisk 
utveckling, utbildning, nationell samordning).

Utbildning

Marie Svedell (styrelsen/ordförande), Hannes  
Andersson (kansli), PG Fahlström, Maria Jönsson  
(tränarutbildare), Pekka Lehto (domarutbildare), Mia 
Thorselius (tekniska funktionärer). Under säsongen  
valdes Thomas Aidehag in i styrgruppen, men  
tvingades tyvärr kliva av kort därefter på grund av 
tidsbrist.

Förbundskansliet

Förbundschef Åsa Strindlund

Ekonomi

Andy Tsai*

*) På deltid

Transaktion 09222115557476351332 Signerat PS, SN, ES, DT, MSTransaktion 09222115557476391088 Signerat MV



18  SVENSKA BADMINTONFÖRBUNDETS ÅRSREDOVISNING 2021 – 2022

Elit och landslag

Sportchef: Per-Henrik Croona

Förbundskapten: Oliver Pongratz

Eurocentertränare: Amanda Högström*, FKU19

Förbundskapten Ungdom: Emelie Fabbeke*  
(fr.o.m. 2022-06-01)

Förbundskapten Parabadminton: Håkan Nilsson*

Förbundskapten U17: Douglas Lidman*

Förbundskapten U15: Behnaz Pirzamanbein*

Förenings- och distriktsutveckling

Ansvarig tjänsteman: Claes Johansson

Projektledare Utveckling av  
barn- och ungdomsidrott: Thomas Csiffary*

Kommunikation och marknad

Johan Pellas (fr.o.m. 2022-09-01)

Tävling- och serie

Ansvarig tjänsteman: Mia Thorselius

Utbildning

Ansvarig tjänsteman: Hannes Andersson*
 
*) På deltid

Nationell och internationell  
representation

Nationellt

Riksidrottsförbundets Referensgrupp SF-corona: 
Tommy Theorin (t.o.m. mars 2022).

•  Riksidrottsforum. Digitalt 12–13 november 2022. 
Åsa Strindlund.

•  SOK årsmöte. Stockholm 26 april 2022. Marie  
Svedell, Åsa Strindlund.

•  Städa Sveriges förbundsmöte. Stockholm 12 maj 
2022. Åsa Strindlund.

Internationellt

Badminton Europe Commission Member: Pernilla 
Ståhle, Governance Commission, Bryssel 29-31 
oktober.

•  Nordic meeting. Odense 23 oktober 2021.  
Tommy Theorin, Åsa Strindlund.

•  Badminton Europe’s Congress and Annual  
Meeting. Malta 8-9 april 2022. Pernilla Ståhle,  
Åsa Strindlund.

•  Badminton World Federation’s Congress and  
Annual Meeting. Bangkok 6-7 maj 2022.  
Åsa Strindlund.

Väsentliga händelser under  
räkenskapsåret

På grund av pandemin var intäkterna från sanktions-
avgifter lägre än budgeterat. Då vi gick in i säsongen 
2021/22 var världen fortfarande drabbad av covid-19.  
Detta innebar att

Badmintonförbundet återigen fick navigera sin verk-
samhet under osäkra och förändrade villkor. Under 
året har Riksidrottsförbundet bidragit med extra stöd 
i form av kompensationsstöd och återstartsstöd.  
Utvecklingen har noggrant följts av förbundschef 
och styrelse under året.

Resultatet för verksamhetsåret landade på ett 
överskott om 224 545 SEK som läggs till fonderade 
medel och som utgör starten av den långsiktiga  
buffert som ska finnas för framtida oförutsedda  
händelser (som tex pandemin var).

Transaktion 09222115557476351332 Signerat PS, SN, ES, DT, MSTransaktion 09222115557476391088 Signerat MV



SVENSKA BADMINTONFÖRBUNDETS ÅRSREDOVISNING 2021 – 2022 19

RESULTATRÄKNING
  2021-07-01 2020-07-01 
 Not 2022-06-30 2021-06-30 
   
Intäkter    

Verksamhetsintäkter 2 17 642 727 10 358 182 
Övriga intäkter  0 0 

SUMMA INTÄKTER  17 642 727 10 358 182 
    
Kostnader   

Övriga externa kostnader 3 -10 692 662 -4 426 454 
Personalkostnader 4 -6 711 676 -5 870 155 
Avskrivningar 5 -14 037 0 
   
Verksamhetsresultat  224 352 61 573 
   
Resultat från finansiella investeringar   
   
Räntenetto  193 -481 
   
Resultat efter finansiella poster  224 545 61 092 
   

ÅRETS RESULTAT   224 545 61 092 

   

BALANSRÄKNING
 Not 2022-06-30 2021-06-30 
   
TILLGÅNGAR 

Anläggningstillgångar   

Materiella anläggningstillgångar 5 
Inventarier   196 515 0 
   
Finansiella anläggningstillgångar 6  
Långfristigt värdepappersinnehav  1 136 071 1 217 055 
       

SUMMA ANLÄGGNINGSTILLGÅNGAR  1 332 587       1 217 055 
   
Kortfristiga fordringar      

Kundfordringar  808 054 119 385
Övriga fordringar  156 470 87 311
Förutbetalda kostnader och upplupna intäkter  183 610 264 297 
Summa fordringar  1 148 134 470 993 
   
Kortfristiga placeringar   

Kassa och bank  9 269 985 6 143 488 
   
Summa omsättningstillgångar  10 418 119 6 614 481 
       

SUMMA TILLGÅNGAR  11 750 706 7 831 536 
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  2022-06-30 2021-06-30 
   
EGET KAPITAL, AVSÄTTNINGAR OCH SKULDER  

Eget kapital   
Balanserat resultat  1 570 163 1 509 070 
Årets resultat  224 546 61 093 

SUMMA EGET KAPITAL  1 794 707 1 570 163
   
Långfristiga skulder   
Badmintonfonden  1 060 071 1 101 799

Kortfristiga skulder   
Leverantörsskulder  1 064 043 810 814
Övriga skulder  142 097 91 726
Upplupna kostnader och förutbetalda intäkter  7 689 787 4 257 034

SUMMA SKULDER  9 955 998 6 261 373
   
SUMMA EGET KAPITAL, AVSÄTTNINGAR OCH SKULDER  11 750 706 7 831 536 
Ställda säkerheter  inga inga
Ansvarsförbindelser  inga inga

Not 1  Redovisnings- och  
värderingsprinciper

Föreningens redovisnings- och värderingsprinciper 
överensstämmer med årsredovisningslagen och 
Bokföringsnämndens allmänna råd för ideella  
föreningar. Tillämpade principer är oförändrade  
jämfört med föregående år.

Årsredovisningen är upprättad i enlighet med  
årsredovisningslagen och Bokföringsnämndens  
allmänna råd (BFNAR 2016:10) om årsredovisningar  
i mindre företag.

Intäktsredovisning

Intäkter redovisas till det verkliga värdet av vad som 
erhållits eller kommer att erhållas. Intäkter i form av 
gåvor eller bidrag intäktsföres som huvudregel när 
gåvan sakrättsligt är genomförd. Om ett bidrag avser 
en bestämd tidsperiod periodiseras bidraget över 
denna period. Med gåvor avses främst insamlade 
medel från privatpersoner och företag. Begreppet 
bidrag används främst för att beteckna medel som 
erhållits av externa bidragsgivare efter ansökan.

Gåvor och bidrag redovisas normalt enligt kontant-
principen. I den mån det på balansdagen finns löften 
om bidrag från företag och organisationer intäkts-
förs dessa efter individuell prövning.

Som bidrag räknas likvida medel som en förening 
erhåller från en bidragsgivare som är ett offentlig-

rättsligt organ. Ett villkorat bidrag är ett bidrag som 
förenats med villkor som innebär återbetalnings- 
skyldighet om villkoret inte uppfyllts. Ett bidrag  
intäktsredovisas i den period när bidraget utbetalats 
till föreningen. En förening som erhåller bidrag från 
en svensk myndighet eller kommun kan i stället  
välja att intäktsföra bidraget redan i den period när 
myndigheten eller kommunen fattat ett beslut att 
bevilja bidraget. Om bidraget är till för att täcka 
specifika kostnader sker intäktsredovisning på sådant 
sätt att intäkten ställs mot de kostnader som bidraget 
är avsett att täcka. Intäktsredovisning sker endast 
när det med hög grad av sannolikhet kan bedömas 
att bidraget inte kommer att återkrävas. Villkorade 
bidrag skuldförs till dess att de utgifter som bidraget 
ska täcka uppkommer. Inga bidrag nettoredovisas 
mot kostnader.

Fordringar

Fordringar upptas till det belopp som efter individuell 
prövning beräknas bli betalt.

Anläggningstillgångar

Materiella och immateriella anläggningstillgångar 
skrivs av systematiskt över den bedömda nyttjande-
tiden. Härvid tillämpas följande avskrivningstider:

Inventarier  5 år

Datorer   3 år

Programvaror  3 år 

TILLÄGGSUPPLYSNINGAR
Svenska Badmintonförbundet 81 76 01 – 1495   
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Not 2  Verksamhetsintäkter 

 2021-07-01 2020-07-01 
 2022-06-30 2021-06-30 

Verksamhetsintäkter fördelar sig enligt följande:  
Försäljning, godkännandemärkning, externa intäkter 352 696 156 799
Central Verksamhet  
Föreningsavgifter 238 395 257 500
Licensavgifter 1 274 875 704 025
Startavgifter serien 410 100 405 300
Sanktionsavgifter tävlingar 700 030 117 955
Övriga avgifter (wo serien, föreningsbyte, ej inlämn statistik) 53 305 36 375
Nationella tävlingsintäkter 26 000 97 318
Elitverksamhetsintäkter inkl Eurocenter 2 684 303 2 408 035
Utbildningsverksamhetsintäkter 591 185 224 470
Swedish Open 335 835 7 320

Bidrag  
* Statsmedel 10 702 937 5 933 997
* SOK-medel 273 066 9 089

SUMMA  17 642 727 10 358 183 

Not 3  Övriga externa kostnader 

 2021-07-01 2020-07-01 
 2022-06-30 2021-06-30 

Övriga externa kostnader fördelar sig enligt följande:   
Administrationskostnader  -4 330 418 -1 070 194 
Elitverksamhetskostnader inkl Eurocenter -3 175 607 -1 895 261 
Nationell Tävlingskostnader  -869 948 -660 869 
Utbildningsverksamhetskostnader  -657 584 -88 690 
Informationskostnader  -383 805 -93 831 
Swedish Open  -278 298 -4 982 
Föreningsutvecklingskostnader  -834 690 -543 899 
Para/Veteran  -162 312 -68 728  

SUMMA  -10 692 662 -4 426 454   

Not 4  Medeltalet anställda, löner, andra ersättningar och sociala kostnader 

 2021-07-01 2020-07-01 
 2022-06-30 2021-06-30 

Medeltalet anställda med fördelning på kvinnor  
och män har uppgått till:    

Kvinnor 3 2  
Män  5 5 
Totalt 8 7

Totala löner och ersättningar 4 630 245 4 085 805 
Sociala avgifter enligt lag och avtal (varav pensions- 1 326 366 1 220 398
kostnader kr 394 399 (kr 335 713)   

 
*) Styrelsearvode har ej betalts ut. Faktiska reskostnader har ersatts.    
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Not 5  Inventarier

 2022-06-30 2021-06-30 

Ingående anskaffningsvärde 140 154 140 154 
Årets investeringar 210 552 0 
Försäljningar och utrangeringar 0 0  

 350 706 140 154 

Utgående ackumulerade anskaffningsvärden    
Ingående anskaffningsvärde -140 154 -140 154 
Försäljningar och utrangeringar 0 0 
Årets avskrivning -14 037 0 

 -154 191 -140 154 
Utgående ackumulerade avskrivningar enl plan 196 515 0  

    

Not 6  Långfristigt värdepappersinnehav   
Långfristigt värdepappersinnehav avser andelar i Städa Sverige samt fonderade medel från  
donationen av Jan Åhrberg till Badmintonfonden (Jan Åhrbergs ledarstipendium).   
    
 Bokfört värde Marknadsvärde
Städa Sverige 76 000 147 000
Badmintonfonden 1 060 071 1 184 622
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Stockholm 2022

Pernilla Ståhle
T.f. ordförande

 Stefan Nyberg Daniel Toll 

 
 Marie Svedell Ewa-Lotte Sohlström 

 

     
 

Stockholm 2022
  

Matthias Vidh
  
     Godkänd revisor FAR 

Utsedd av Svenska Badmintonförbundet
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Evidence quality of Scrive e-signed documents

Last updated: Fri 06 Mar 2020 14:08:40 UTC

Purpose of the document

Scrive eSign is a system for signing documents electronically. This document provides a brief introduction to Scrive eSign so that a holder of a Scrive e-signed document can easily explain such document in court. For in-depth documentation, start by reading the attachment Evidence Package Introduction.

Scrive eSign system

Scrive eSign is developed by Scrive AB and is designed to:

		Enable its users to define workflows for signing electronically

		Execute the signing workflow

		Record as many of the signatories’ actions as possible as log data

		Once all signatories have signed, produce a final digital evidence package of the electronically signed materials together with the log data and other supporting materials necessary to optimise the usefulness of the evidence (the “Evidence Package”)



E-signing workflow

This is how a document is signed through Scrive eSign:

		To start the signing process the user of Scrive eSign either a) defines the signing process in the administrative user interface and selects to start the process, b) starts from a template process in the administrative user interface or c) starts from a template process within a system that has integrated with Scrive.

		To access the signing workflow the counterpart(s) either a) receive an email or SMS with an invitation to sign electronically and a link to the e-signing user interface, b) receive a tablet with the e-signing user interface already opened or c) are redirected from a webpage or client application user interface to the e-signing user interface.

		To review the document the counterpart(s) view the e-signing user interface and a) read instructions at the top that they shall follow the green instruction arrows to complete the signing process, b) depending on the signing process settings enter or not enter extra information into the document such as text and signatures, checks in checkboxes and extra document appendices and c) scroll through all document pages to reach the button with the text “sign” placed below the last page of the document (the “Signing Button”).

		To sign the document the counterpart(s) presses the Signing Button and, depending on the signing process settings, either a) a popup appears where they are informed that by clicking the Signing Button at the bottom of the popup, they are signing the document and that Scrive eSign will register their signature or b) a popup appears where they are asked to select their type of e-legitimation and sign the document using their installed eID application. 

		The confirmation text that the document has been signed upon clicking the Signing Button, is automatically displayed to the counterpart(s) in a web user interface and b) sent to the counterpart(s) in an email including the Evidence Package.



Evidence Package

To understand how to generate quality evidence in a digital environment Scrive has studied several evidence container technologies such as the signed paper, the printed facsimile and the recorded voice. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferrable into digital formats.

As a result of our research Scrive eSign has been designed to produce an Evidence Package that reproduce the evidence qualities of the paper, while at the same time add new qualities enabled by new technology. A key feature of the Evidence Package is that it shall be self-documenting, meaning that the signed document in itself shall contain all evidence necessary to explain the transaction.
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1. Purpose

The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.

2. What is quality digital evidence?

Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.

We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.

2.1 Integrity

To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.

As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.

Question to ask:

How to emulate the integrity properties of the signed paper document in a digital evidence container?

				Signed paper document

		Digital evidence container



		Integrity

Can the evidence container be altered after its creation?

		A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.

		Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.





2.2 Accessibility

To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.

As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to make a digital evidence container as accessible as a signed paper document?

				Signed paper document

		Digital evidence container



		Tools

What tools are required to display the evidence?

		All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.

		All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.

Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.

Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.



		Cost

How costly can it be to access the evidence?

		For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.

		For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.



		Comprehensibility

How Is the evidence format understood?

		As a standard format all aspects thereof are common knowledge, readily available to anyone interested.

		There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.





2.3 Evidence of intent

Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.

As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

				Signed paper document

		Digital evidence container



		Output

Is the final output the same as what is viewed at the time of signing?

		The signing environment (the paper document) is the same as the final output (the signed paper document).

		The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.



		Comprehensibility

Is the signing environment easily comprehensible to the signatory? 

		To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.

		There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.





Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:

Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.

2.4 Evidence of identity

To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.

As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.

Question to ask:

How should the evidence of identity of the signing parties be captured and included into the evidence container?

				Signed paper document

		Digital evidence container



		Saving:

Is the evidence captured and included?

		Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.

		Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.



		Formats:

In what formats can evidence be captured and included?

		There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.

		New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.



		Accessibility:

How accessible is the evidence?

		The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.5 Evidence of time

To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.

Question to ask:

How to make sure that the evidence of time can be trusted to be correct?

				Signed paper document

		Digital evidence container



		Trust

Can the time be trusted? 

		The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.

		The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.



		Exactness

How exact can the time be?

		The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.

		Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.



		Accessibility

How accessible is the evidence?

		The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.6 Event history

To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask: 

How much event information should be collected and what should be included in the evidence container?

				Signed paper document

		Digital evidence container



		Ease of saving

How easy is it to capture and include related evidence?

		Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.

		Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.





2.7 Control

As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.

As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

				Signed paper document

		Digital evidence container



		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		The paper naturally includes all Evidence Features.

		The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.





3. Scrive’s solution

3.1 Introduction

We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.

As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.

3.2 Summary

The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:

		Topic

		Question

		Evidence Package



		Integrity

		How to emulate the immutability of the signed paper document in a digital evidence container?

		Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.



		Accessibility

		How to make a digital evidence container as accessible as a signed paper document?

		Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.



		Evidence of Intent

		How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

		Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.



		Evidence of Identity

		How should the evidence of identity of the signing parties be captured and included into the evidence container? 

		Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).



		Evidence of time

		How to make sure that the evidence of time can be trusted to be correct?

		Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.



		Event history

		How much event information to collect and what to include in the evidence container?

		Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).



		Control

		How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

		Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.





4. Benchmarking the evidence quality of the Evidence Package

Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.

		Main criteria

		Subcriteria

		Signed paper document

		Evidence Package



		Integrity

		Mutability

How mutable is the evidence container?

		Not mutable.

		Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.



		Accessibility

		Tools

What tools are required to display the evidence?

		No tools required.

		The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.



				Cost

How costly can it be to access the evidence?

		The cost depends from country to country on the societal functions of the society and what they charge for document analysis.

		All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.



				Comprehensibility

How Is the evidence format understood?

		It is common knowledge available to anyone.

		The Evidence Documentation includes all explanations necessary.



		Evidence of Intent

		Output

Is the final output the same as what is viewed at the time of signing?

		Yes. Always.

		No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.



				Comprehensibility

Is the signing environment comprehensible to the Signatory?

		Yes. Always for any mentally capable adult.

		Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.



		Evidence of Identity

		Saving

Is the evidence captured and included?

		Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.

		Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.



				Formats

In what formats can evidence be captured and included?

		Limited possibilities.

		Unlimited possibilities.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.



		Evidence of time

		Trust

Can the time measurement be trusted?

		Yes.

		Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 



				Exactness

How exact can the time measurement be?

		Not very exact. The standard precision is per day. Chemical age determination is even less exact.

		It can be very exact. The time is measured with microsecond resolution.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		Very accessible. All evidence of time is included in plain text in the Evidence Log.



		Event history

		Ease of saving

How easy is it to capture and include related evidence?

		Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.

		Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.



		Control

		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		None. The signed paper document is a self contained evidence container format.

		None. The Evidence Package is a self contained evidence container format.
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1. Definitions

“Attachments” means attachments to the Main Document provided by the Author or Signatories.

“Author” means the person(s) that configure the Workflow Settings.

“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.

“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.

“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.

“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.

“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 

“Evidence Package” means the Evidence Material sealed with a digital signature.

“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.

“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.

“Initiator” means the person that initiates Workflow Execution.

“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.

“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.

“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.

“Party” or “Parties” means persons participating in the Workflow Execution.

“Role” means the Role of a Party during a Workflow Session.

“Scrive API” means the application programming interface of Scrive eSign.

“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.

“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.

“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.

“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.

“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.

“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.

“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.

“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.

“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.

“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.

“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.

2. Purpose 

The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.

3. Design the workflow (Author)

Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.

3.1 Add Parties

3.1.1 Simple Workflow Session

Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.

3.1.2 Mass-signing Workflow Session

To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.

3.1.3 Invitation order

Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.

3.1.4 Role

Define if the Party should be Signatory or Viewer.

3.1.5 Invitation method

Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.

		Email

		An email invitation is sent including a link to the Sign View.



		SMS

		An SMS is sent including a link to the Sign View.



		Email and SMS

		Both email and SMS delivery as described above.



		In-person

		No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.



		API

		No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.





3.1.6 Authentication to view

Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.

3.1.7 Authentication to sign

Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.

3.1.8 Confirmation method

Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.

3.2 Place fields

3.2.1 Main Document upload

Upload the Main Document. Only PDFs are accepted for upload. 

3.2.2 Main Document removal

Remove the Main Document.

3.2.3 Text field

Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.

3.2.4 Checkbox

Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.

3.2.5 Signature box

Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.

3.2.5 Radio buttons

Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.

3.3 Other settings

3.3.1 Add Attachment

The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.

3.3.2 Request Attachment

The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.

3.3.3 Main Document name

Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.

3.3.4 Workflow Session language

Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.

3.3.5 Due date

Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.

3.3.6 Automatic reminder

Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.

3.3.7 Personal invitation message

Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.

3.3.8 Personal confirmation message

Write a personal message that the Parties will receive via email when the document has been signed.

3.3.9 Edit Sign View UI

Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.

3.4 Save as template workflow

The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).

3.5 Settings available via API only

3.5.1 Set highlighting

It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 

3.5.2 Field editable by Signatory

It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.

4. Initiate the workflow (Initiator)

A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:

		start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or

		start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or

		start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.



4.1 Initiate Workflow Execution from Design View

After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.

		Initiator role

		Sign order

		Instruction in modal



		Signatory

		Sign first

		Prompts to sign first before inviting others



		Signatory

		Sign second or later

		Prompts to invite others



		Viewer

		-

		Prompts to invite others





4.2 Initiate Workflow Execution from Template Workflow

Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.

4.2.1 List of Template Workflows

By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.

		Author/Not Author

		Locked from editing

		In-person delivery

		Options for next step



		Author

		Yes/No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Author

		Yes/No

		No

		Option to a) edit Workflow Settings or b) send for signature directly.



		Not Author

		Yes

		Yes

		Option to initiate signing on the device directly.



		Not Author

		No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Not Author

		Yes

		No

		Option to send for signature directly.





5. Administer the Workflow Execution (User)

The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.

5.1 Progress history

The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.

		Progress status

		Explanation



		Initiated signing

		The Initiator initiated the signing process.



		Email sent

		The invitation to access Sign View was sent via email.



		SMS sent

		The invitation to access Sign View was sent via SMS.



		Undelivered

		The external email or SMS system has reported that it could not deliver the email or SMS.



		Delivered

		The external email or SMS system has reported that it has delivered the email or SMS.



		Email opened 

		The external email system has reported that the email has been opened.



		Accessed view to authenticate

		The party opened the view to verify their identity before viewing the document.



		Authentication success

		The Party verified their identity with [AUTHENTICATION METHOD] to access the document.



		Reviewed online

		Opened the document online.



		Signed

		The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.



		Rejected

		The button to reject signing was clicked in the final rejection section.



		Timed-out

		The due date for signing as set in the Workflow Settings passed and the document can’t be signed.



		Due date prolonged

		The Initiator prolonged the signing due date.



		Process cancelled

		The Initiator cancelled the signing process, the document can no longer be signed.



		Process edited

		The Workflow Process was edited in the Design View.



		Sealed

		Scrive eSign sealed the final PDF with a digital signature.



		Extended

		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.





5.2 Withdraw invitation

To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

5.3 Extend due date

If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.

5.4 Restart document

If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.

5.5 Start signing

If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.

5.6 Download document

If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.

5.7 Send reminder

To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.

5.8 Send document again

To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.

5.9 Change of authentication to view and authentication to sign methods

As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.

5.10 Bounce management

If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.

5.11 Review Attachments

Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.

5.12 Review evidence attachments

Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.

6. Follow the workflow (Party)

Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.

6.1 Overview of Workflow Execution

Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.

		Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 

		If set by the Author, the Signatory is asked to authenticate before they can proceed.

		Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.

		When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 

		Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;



		If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or

		If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or

		If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or

		If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.



		Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.



The following sections are more detailed descriptions of the features enabling the workflow in the summary above.

6.2 Accessing the Sign View

This is the workflow guiding the Parties to access the Sign Material in the Sign View.

6.2.1 Invitation message

Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.

6.2.2 List of Initiated Workflows

Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.

6.3 Authenticate to view

This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.

6.3.1 Authentication to view

The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.

6.4 Reviewing the Sign Material

This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.

6.4.1 Contact information

In the header the Initiators name and mobile (if available) is displayed for contact purposes.

6.4.2 Branded header

Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.

6.4.3 Other branded Sign View components

Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.

6.4.4 Signing header

This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.

6.4.5 Review instruction

Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.

6.4.6 Mandatory/optional explanation

Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.

6.4.7 Download PDF

Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.

6.4.8 Document display

PNGs of the Main Document are displayed in up to 1040 px width.

6.4.9 Guiding arrow

The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.

6.4.10 Text fields

There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.

6.4.11 Checkboxes

There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.

6.4.12 Radio buttons

There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.

6.4.13 Signature box

If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.

6.4.14 About you section

If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.

6.4.15 Attachments section

For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.

6.4.16 Requested attachments section

This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.

6.4.17 Signatories section

This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.

6.4.18 Reject or sign section

This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.

6.5 Rejecting to sign the Sign Material

This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.

6.5.1 Reject button

At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.

6.5.2 Rejection section

If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.

6.5.3 Rejection confirmation page

After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.

6.6 Signing the Sign Material

The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.

6.6.1 Signature Drawing Modal

After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 

6.6.2 PIN by SMS authentication and Signature Confirmation Section

If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.

6.6.3 Swedish BankID authentication and Signature Confirmation Section

If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 

6.6.4 Signature Confirmation Section

If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.

6.7 Receiving the confirmation after signing

This is the workflow guiding the Signatory after they have signed the Sign Material.

6.7.1 Signature Registration Section

After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.

6.7.2 Signature confirmation page

After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:

		a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.

		the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.

		the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.



6.7.3 Signature confirmation message

If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.

7. Evidence collection

During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.

7.1 Collecting missing Sign Material

At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:

		The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.

		The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 

		When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.



7.2 Producing the Transaction Logs

Scrive eSign executes the following activities to produce the Transaction Logs:

		Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution

		Record screenshots of the confirmation after the Signatories have signed through Scrive eSign

		Record system information of the Signatories’ client system

		Record system time of the Signatories’ activities in Scrive eSign



This section will explain the different procedures for recording the Transaction Logs as listed above.

7.2.1 Recording Signatories’ activities in Scrive eSign

Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.

		Sample event (as printed in the Evidence Log)

		Event explanation



		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.

		See section 8.1.11.



		Scrive eSign sealed the final PDF with a digital signature.

		See section 8.1.10 and 8.1.12.



		Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

		See sections 8.1.1 – 8.1.9 



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.3.1.



		Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).

		See section 3.3.6.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.

		See sections 5.2.



		The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].

		See section 5.9.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].

		See section 5.10.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  

		See section 5.10.



		Scrive eSign locked the document from further modifications by the parties.

		See section 7.1 step 3.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.

		See sections 3.3.1 and 6.4.15.

[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".



		The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).

		See sections 3.3.2 and 6.4.16.



		Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.

		Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.



		Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>

		See sections 3.1.4, 3.3.7 and 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.

		See section 5.1.



		The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.

		See section 4.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.

		See section 5.3.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See section 6.5.2.



		Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See sections 9.1.4 and 5.7.



		Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.

		In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.

		See section 5.4.



		The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>

		See sections 3.3.2 and 6.4.16.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.

		See sections 3.3.2 and 6.4.16.

[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 

document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].

		See section 6.6.2.



		The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 


The text signed in the [AUTHENTICATION METHOD] client was:


$signed_text$

Data returned from the  [AUTHENTICATION METHOD]:

  

Name: [NAMED RETURNED]

ID number: [ID NUMBER RETURNED]

Signature: [SIGNATURE RETURNED]

Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.6.3.



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.

		See section 6.7.1.



		The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

		See section 3.3.5.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.4 and 6.4.10.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:

Page     X           Y

1            0.123   0.128

1            0.123   0.142

		See sections 3.2.5 and 6.4.12.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:

Page     X           Y

1            0.123   0.420

		See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).



		The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.

		See section 6.3.1.



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.

		See section 6.2.1.



		Highlighting was added to page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 



		Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 





7.2.2 Generating images of the confirmation after Signatories signed

To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.

The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.

7.2.3 Recording Signatories’ system information

Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:

		IP address



7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  

		The time of Scrive eSign servers at the time of the Signatories’ activity 

		The time of the latest Clock Error Sample

		The clock error at the latest Clock Error Sample



7.3 Recording clock error

The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.

More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.

8. Evidence Package generation

8.1 Preparing the Evidence Package

Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:

		Prepare the Final PDF.

		Append the Verification Page as an additional page to the Final PDF.

		Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.

		Append the Evidence Quality Framework as an attachment inside the Final PDF.

		Append the Service Description as an attachment inside the Final PDF.

		Append the Evidence Log as an attachment inside the Final PDF.

		Append the Evidence of Time as an attachment inside the Final PDF.

		Append the Evidence of Intent as an attachment inside the Final PDF.

		Append the Digital Signature Documentation as an attachment inside the Final PDF.



Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:

		Seal the material in steps 1-9 with a digital signature.

		Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).



A detailed description of the steps 1-11 follows below.

8.1.1 Prepare a Final PDF (step 1)

The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.

8.1.2 Append the Verification Page (step 2)

The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:

		Transaction ID intended for support purposes.

		Information about the Main Document including name, number of pages and by whom it was submitted.

		Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.

		Information about the Initiator and each Signatory. 

		Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.

		A Scrive seal.



At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:

		The nature of the document (an Evidence Package issued by Scrive).

		That additional documentation about the Evidence Package can be found in the Attachments.

		Where to verify the integrity of the document (https://www.scrive.com/verify).



The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 

8.1.4 Append the Evidence Quality Framework (step 4)

The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.

8.1.5 Append the Service Description (step 5)

The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:

		A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.

		While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 

		Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 



The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.

8.1.6 Append the Evidence Log (step 6)

The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 

8.1.7 Append the Evidence of Time (step 7)

The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.

The purpose of the Evidence of Time is to explain how Scrive eSign measures time and

provide a mathematical algorithm by which it is possible to calculate the probability of

the error of the time stamps recorded by Scrive eSign.

8.1.8 Append the Evidence of Intent (step 8)

The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.

The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.

8.1.9 Append the Digital Signature Documentation (step 9)

The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.

The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:

		Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.

		If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.

		Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.



8.1.10 Append the Digital Signature (step 10)

When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).

The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.

8.1.11 Append the Keyless Digital Signature (step 11)

Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.

The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.

8.1.12 PAdES digital signature (optional to Steps 10 and 11)

The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 

		A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 

		An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 

		A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 



9. Document administration

Scrive eSign has a basic document management system. This system is described in this section.

9.1 Document list

9.1.1 List view

Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).

9.1.2 Learn more and manage workflow

By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.

9.1.3 Mass-withdraw invitations

To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

9.1.4 Send mass-reminder

To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.

9.1.5 Delete

To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.

9.1.6 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.1.7 Download all documents

Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.

9.1.8 Download metadata as CSV

By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.

9.2 Template Workflow editing list

9.2.1 List view

Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.

9.2.2 Filter and search

Search the list of Template Workflows with free text search.

9.2.3 Delete

To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.

9.2.4 Share

To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.

9.3 Trash list

9.3.1 List view

Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.

9.3.2 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.3.3 Restore

To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.

9.4 Auto-deletion of documents and personal data

This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.

10. Account administration

10.1 Organisation administration

Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.

10.1.1 Organisation details

In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.

10.1.2 White-label branding

There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 

10.2 User administration

10.2.1 User privileges

There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.

		Privilege

		Explanation



		Edit company details

		Can edit the details of the organisation’s Scrive eSign account.



		Add user

		Can add users to the organisation’s Scrive eSign account.



		Remove user

		Can remove users from the organisation’s Scrive eSign account.



		White-label branding

		Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.



		Access all documents

		Can access all documents of all Users in the organisation’s Scrive account.



		Manage all documents

		Can manage all documents of all Users in the organisation’s Scrive account.





10.2.2 User management

In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.
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1. Purpose

The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 

2. Overview

2.1 Digital Signatures

Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.

Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.

2.2 Cryptographic Hash Functions

There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.

These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.

In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.

2.3 Key-based digital signatures

In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.

Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.

2.4 Keyless digital signatures for durability

Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.

An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.

Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:
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By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.

Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.

The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.

2.5 Verifiable timestamps using keyless signatures

The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.

The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)
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Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).

(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)

The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.

3. How to Verify the Evidence Package

The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.

3.1 Extracting the Signature

The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.

A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.

More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.

The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.

3.2 Parsing the Signature

The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.

The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].

A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.

The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:

                          TimeSignature ::= SEQUENCE {

                            location HashChain,

                            history HashChain,

                            publishedData PublishedData,

                            pkSignature [0] SignatureInfo OPTIONAL,

                            pubReference [1] SET OF OCTET STRING OPTIONAL

                          }

                          PublishedData ::= SEQUENCE {

                            publicationIdentifier INTEGER,

                            publicationImprint DataImprint

                          }

Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.

The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).

The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).

3.3 Checking the Document

To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.

The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.

3.4 Checking the Signature

To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.

The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.

The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].

For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:

		compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;

		if the direction indicator (the second byte) in the record is 0:

		compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);

		if the direction indicator (the second byte) in the record is 1:

		compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);

		if the direction indicator (the second byte) is something else:

		abort with an error "invalid signature";

		the value of y is the input for the next step.



Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.

3.5 Checking the Publication

To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.

The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).

The PublishedData structure is formatted into human-comparable form as follows:

		the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;

		a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;

		the result of the previous step is encoded in base 32 [BASE, section 6];

		the result of the previous step may be broken into groups of 6 or 8 characters by dashes.



The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).

3.6 Conclusion

Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.

The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).

4. Hash Functions

The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.

		Algorithm Name

		Guardtime ID

		Hash Value Size

		Algorithm Specification



		SHA-1

		0

		20

		SHA, section 6.1



		SHA-224

		3

		28

		SHA, section 6.3



		SHA-256

		1

		32

		SHA, section 6.2



		SHA-384

		4

		48

		SHA, section 6.5



		SHA-512

		5

		64

		SHA, section 6.4



		RIPEMD-160

		2

		20

		RIPE, section 7





5. Extracting the Signing Time

The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:

		set h to 0 and p to the value of the publicationIdentifier field;

		for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:



		if p is 0: abort with an error "invalid signature";

		set x to the highest power of 2 that does not exceed p;

		if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;

		if the direction indicator (the second byte) in the record is 1: set p to x-1;

		if the direction indicator (the second byte) is something else: abort with an error "invalid signature";



		if p is not 0: abort with an error "invalid signature";



The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.

6. Extending the TimeSignature

For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.

The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.

The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.

The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).

More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.

[image: 3bis.png]



For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).

To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:

		The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);

		The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);

		The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);

		The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;

		The TimeSignature structure (section Parsing the Signature) has to be updated with new values:



		The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;

		The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;

		The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.



Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.

The header consists of 12 fields totaling 65 bytes:

		8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');

		4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;

		4-byte integer: version number; must be 0x00000001 (in file byte order);

		8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;

		8-byte integer: file creation time as POSIX time;

		8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;

		4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;

		4-byte integer: calendar record length; the length of each record in the calendar node section of the file;

		1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);

		1 byte: flags; must be 0x01;

		14 bytes: reserved for future; all bytes must be 0x00;

		1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.



The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:

		4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);

		8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;

		1 byte: the 1-byte hash algorithm code for the hash function used in this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).



Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.

The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:

		4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);

		1 byte: CRC8 checksum of all preceding bytes in the record.



Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.

The last record in the file is the cryptographic checksum of the whole file:

		4-byte integer: fixed value 0xffffffff;

		variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);

		1 byte: CRC8 checksum of all preceding bytes in the record.



The calendar database files are named following the pattern

    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin

where the fields have the following meaning:

		filename prefix, always hashdb;

		POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);

		year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;

		hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;

		filename suffix, always bin.
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1. Purpose

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 

2. Evidence Log Components

This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:

		What occurred

		Who initiated the event

		The time of the event

		The clock error of the time of the event

		The time at which the latest Clock Error Sample was collected



Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.

		Time		CES		IP address and User-Agent		Event

		2022-09-02 14:48:38.923589 UTC ±3 ms		2022-09-02 14:45:55.904695 UTC		
      62.20.19.143
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/104.0.0.0 Safari/537.36
      
    		
      
        The initiator Åsa Strindlund (ÅS) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_SV, c) set the signing due date to 2022-12-01 22:59:59 UTC, d) set the time zone to Europe/Berlin and e) initiated the signing workflow.
      

    

		2022-09-02 14:48:38.923589 UTC ±3 ms		2022-09-02 14:45:55.904695 UTC		
      
      
        
      
    		
      
        Scrive eSign sent an invitation to sign the document via email (matthias.vidh@bakertilly.se) to Matthias Vidh (MV). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

      

    

		2022-09-02 14:48:43.016843 UTC ±3 ms		2022-09-02 14:45:55.904695 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Matthias Vidh (MV) was delivered.
      

    

		2022-09-02 17:01:21.564859 UTC ±12 ms		2022-09-02 16:45:58.990903 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation sent to matthias.vidh@bakertilly.se was opened.
      

    

		2022-09-02 17:25:20.30547 UTC ±30 ms		2022-09-02 16:45:58.990903 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation sent to matthias.vidh@bakertilly.se was opened.
      

    

		2022-09-02 17:25:33.389826 UTC ±30 ms		2022-09-02 16:45:58.990903 UTC		
      90.230.129.194
      
        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_4) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/13.1 Safari/605.1.15
      
    		
      
        The party Matthias Vidh (MV) opened the document in Scrive eSign’s online interface to sign documents.
      

    

		2022-09-02 17:30:07.803384 UTC ±33 ms		2022-09-02 16:45:58.990903 UTC		
      90.230.129.194
      
        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_4) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/13.1 Safari/605.1.15
      
    		
      
        The signatory Matthias Vidh (MV) signed in the signature box “Signatur 1”.
[image: signature]
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		2022-09-02 17:30:07.803384 UTC ±33 ms		2022-09-02 16:45:58.990903 UTC		
      90.230.129.194
      
        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_4) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/13.1 Safari/605.1.15
      
    		
      
        The signatory Matthias Vidh (MV) signed the document.
      

    

		2022-09-02 17:30:07.803384 UTC ±33 ms		2022-09-02 16:45:58.990903 UTC		
      
      
        
      
    		
      
        Scrive eSign locked the document from further modifications by the parties.
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1. Purpose

The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.

2. Time measurement process

This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.

2.1 The hypervisor

Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.

2.2 Time synchronisation

Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.

3. Configuration of hardware and services

This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.

3.1 Boot Time

The guest virtual machine behavior for the database server is as follows:

		On boot the virtual machine guest clock is set from the VM host

		ntp-date is run once from an init script

		ntpd is then run from another init script, which runs continuously



The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.

3.2 NTP Configuration

Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:

		ntp1.sth.netnod.se

		ntp2.sth.netnod.se

		ntp1.gbg.netnod.se

		ntp2.gbg.netnod.se

		ntp1.mmo.netnod.se

		ntp2.mmo.netnod.se



3.3 Monitoring

Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.

3.4 Time scale

The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.

4. Calculation of the probability of the clock error

This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.

4.1 Clock error samples

Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.

4.2 Clock error algorithm

The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.

		Let [image: 1.png]

 be a set of the clock error samples (in seconds). Let [image: 2.png]
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		Let [image: 4.png]

 be the random variable representing the clock error with parameters estimated using data set [image: CodeCogsEqn.png]

.
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 be the the empirical distribution function.
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 be the size of discretized value space, [image: 10.png]
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 be the discretized value space, [image: 12.png]

 be the set of data points representing empirical distribution function, [image: 13.png]

 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.

		Plot the data in [image: 14.png]

 and [image: 15.png]

 to assess the accuracy of the estimation.
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 is the estimated probability that the clock error is smaller than [image: 17.png]

 seconds.



4.3 Clock error samples and evidence of normal distribution

The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.
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4.4 Input parameters

Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:

		mean: -0.10 ms

		standard deviation: 1.09 ms



4.5 Probability of the clock error

By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:

		|e| < 2.5 ms: ≈97.812%

		|e| < 5 ms: ≈100.000%

		|e| < 10 ms: ≈100.000%



5. Clock Error Samples

The following are the clock error samples collected between 2022-07-23 01:13:51.131757 UTC and 2022-09-02 16:45:58.990903 UTC:

		Time collected		Clock offset

		2022-07-23 01:13:51.131757		0.9 ms

		2022-07-23 02:13:53.268619		0.5 ms

		2022-07-23 03:13:54.988027		0.1 ms

		2022-07-23 04:13:57.941599		0.6 ms

		2022-07-23 05:13:59.760597		-0.1 ms

		2022-07-23 06:14:01.374903		0.5 ms

		2022-07-23 07:14:03.683343		0.0 ms

		2022-07-23 08:14:06.280444		0.2 ms

		2022-07-23 09:14:08.310896		1.0 ms

		2022-07-23 10:14:11.126114		1.1 ms

		2022-07-23 11:14:13.002865		-0.4 ms

		2022-07-23 12:14:15.240589		1.2 ms

		2022-07-23 13:14:17.146701		-1.6 ms

		2022-07-23 14:14:19.074385		0.7 ms

		2022-07-23 15:14:21.03573		0.7 ms

		2022-07-23 16:14:22.657553		-0.9 ms

		2022-07-23 17:14:25.175762		1.0 ms

		2022-07-23 18:14:26.924347		-3.1 ms

		2022-07-23 19:14:28.907508		0.7 ms

		2022-07-23 20:14:30.56763		0.3 ms

		2022-07-23 21:14:32.214276		-1.6 ms

		2022-07-23 22:14:33.754512		-0.2 ms

		2022-07-23 23:14:35.347995		0.3 ms

		2022-07-24 00:14:37.388535		-0.3 ms

		2022-07-24 01:14:39.632842		-1.0 ms

		2022-07-24 02:14:41.641673		-1.0 ms

		2022-07-24 03:14:43.339987		-0.3 ms

		2022-07-24 04:14:45.996509		0.3 ms

		2022-07-24 05:14:47.999889		-0.2 ms

		2022-07-24 06:14:49.631059		0.2 ms

		2022-07-24 07:14:51.416198		-0.9 ms

		2022-07-24 08:14:53.737927		0.4 ms

		2022-07-24 09:14:55.49912		-0.6 ms

		2022-07-24 10:14:57.39123		-0.1 ms

		2022-07-24 11:14:59.199148		-1.4 ms

		2022-07-24 12:15:01.069693		-0.8 ms

		2022-07-24 13:15:02.644558		-2.3 ms

		2022-07-24 14:15:04.42976		-0.6 ms

		2022-07-24 15:15:06.310994		-1.1 ms

		2022-07-24 16:15:09.453327		-3.2 ms

		2022-07-24 17:15:11.098254		-0.3 ms

		2022-07-24 18:15:13.282313		0.7 ms

		2022-07-24 19:15:14.911645		0.9 ms

		2022-07-24 20:15:17.603472		1.7 ms

		2022-07-24 21:15:19.361364		0.3 ms

		2022-07-24 22:15:21.239898		0.5 ms

		2022-07-24 23:15:23.804511		0.4 ms

		2022-07-25 00:15:25.57423		-0.6 ms

		2022-07-25 01:15:27.182155		0.2 ms

		2022-07-25 02:15:29.187807		-0.6 ms

		2022-07-25 03:15:30.762321		0.5 ms

		2022-07-25 04:15:33.134419		-0.5 ms

		2022-07-25 05:15:35.441748		0.0 ms

		2022-07-25 06:15:37.667819		-0.8 ms

		2022-07-25 07:15:39.365712		0.3 ms

		2022-07-25 08:15:41.237072		-2.4 ms

		2022-07-25 09:15:43.112065		0.3 ms

		2022-07-25 10:15:45.723263		-0.4 ms

		2022-07-25 11:15:47.823565		-0.6 ms

		2022-07-25 12:15:49.6584		-0.3 ms

		2022-07-25 13:15:51.291201		1.1 ms

		2022-07-25 14:15:54.063149		0.3 ms

		2022-07-25 15:15:56.036717		0.4 ms

		2022-07-25 16:15:58.018834		-1.2 ms

		2022-07-25 17:16:00.32294		0.2 ms

		2022-07-25 18:16:02.203078		0.4 ms

		2022-07-25 19:16:04.220441		-1.4 ms

		2022-07-25 20:16:06.188346		-0.7 ms

		2022-07-25 21:16:08.296339		1.2 ms

		2022-07-25 22:16:10.789494		0.6 ms

		2022-07-25 23:16:13.34771		2.3 ms

		2022-07-26 00:16:14.978454		1.0 ms

		2022-07-26 01:16:16.908778		0.2 ms

		2022-07-26 02:16:18.512902		-0.4 ms

		2022-07-26 03:16:20.388959		0.1 ms

		2022-07-26 04:16:23.189401		-0.6 ms

		2022-07-26 05:16:25.114283		-0.7 ms

		2022-07-26 06:16:26.63344		-1.3 ms

		2022-07-26 07:16:28.974912		-0.5 ms

		2022-07-26 08:16:31.874012		-0.2 ms

		2022-07-26 09:16:33.716062		0.0 ms

		2022-07-26 10:16:35.648464		0.6 ms

		2022-07-26 11:16:37.456737		1.6 ms

		2022-07-26 12:16:39.471306		-0.4 ms

		2022-07-26 13:16:41.399798		0.1 ms

		2022-07-26 14:16:43.054104		0.7 ms

		2022-07-26 15:16:45.23984		-0.2 ms

		2022-07-26 16:16:47.185663		-1.2 ms

		2022-07-26 17:16:49.587941		-0.7 ms

		2022-07-26 18:16:52.053984		0.6 ms

		2022-07-26 19:16:55.31273		0.5 ms

		2022-07-26 20:16:57.373063		0.5 ms

		2022-07-26 21:16:59.141961		0.3 ms

		2022-07-26 22:17:00.972509		1.4 ms

		2022-07-26 23:17:02.768845		-0.2 ms

		2022-07-27 00:17:04.428375		0.0 ms

		2022-07-27 01:17:06.00907		-0.7 ms

		2022-07-27 02:17:07.592315		-1.0 ms

		2022-07-27 03:17:10.673927		-1.4 ms

		2022-07-27 04:17:13.782582		-0.4 ms

		2022-07-27 05:17:15.343489		-1.9 ms

		2022-07-27 06:17:17.163681		0.1 ms

		2022-07-27 07:17:18.937334		0.0 ms

		2022-07-27 08:17:21.788998		-0.6 ms

		2022-07-27 09:17:24.033537		-0.4 ms

		2022-07-27 10:17:26.683444		0.3 ms

		2022-07-27 11:17:28.331699		0.2 ms

		2022-07-27 12:17:30.093604		-0.1 ms

		2022-07-27 13:17:32.025521		-0.7 ms

		2022-07-27 14:17:34.243651		-0.1 ms

		2022-07-27 15:17:36.079552		-1.5 ms

		2022-07-27 16:17:38.03348		-1.5 ms

		2022-07-27 17:17:40.089745		-1.2 ms

		2022-07-27 18:17:41.65389		-1.4 ms

		2022-07-27 19:17:43.314103		-0.1 ms

		2022-07-27 20:17:45.102519		-1.0 ms

		2022-07-27 21:17:47.757479		0.7 ms

		2022-07-27 22:17:49.44527		0.2 ms

		2022-07-27 23:17:51.237677		-0.8 ms

		2022-07-28 00:17:53.760123		0.3 ms

		2022-07-28 01:17:55.752933		-1.2 ms

		2022-07-28 02:17:58.080888		0.3 ms

		2022-07-28 03:18:00.461424		-0.7 ms

		2022-07-28 04:18:02.32569		0.1 ms

		2022-07-28 05:18:03.791337		0.0 ms

		2022-07-28 06:18:05.967493		-1.0 ms

		2022-07-28 07:18:08.009188		-0.6 ms

		2022-07-28 08:18:10.07818		-2.2 ms

		2022-07-28 09:18:12.780642		-1.9 ms

		2022-07-28 10:18:15.126145		-0.6 ms

		2022-07-28 11:18:17.202499		-2.4 ms

		2022-07-28 12:18:20.368539		-1.1 ms

		2022-07-28 13:18:22.648903		-0.5 ms

		2022-07-28 14:18:24.22875		-0.4 ms

		2022-07-28 15:18:26.170806		-1.4 ms

		2022-07-28 16:18:27.759		-1.6 ms

		2022-07-28 17:18:29.885813		-1.3 ms

		2022-07-28 18:18:32.65475		0.4 ms

		2022-07-28 19:18:34.296832		-1.7 ms

		2022-07-28 20:18:35.859154		-0.2 ms

		2022-07-28 21:18:37.690041		0.1 ms

		2022-07-28 22:18:39.312529		1.0 ms

		2022-07-28 23:18:41.006027		0.0 ms

		2022-07-29 00:18:43.197555		1.5 ms

		2022-07-29 01:18:44.810693		0.2 ms

		2022-07-29 02:18:46.817287		-2.0 ms

		2022-07-29 03:18:48.51342		-1.6 ms

		2022-07-29 04:18:51.087387		0.8 ms

		2022-07-29 05:18:52.847276		-1.1 ms

		2022-07-29 06:18:54.506982		-0.5 ms

		2022-07-29 07:18:56.183055		-0.6 ms

		2022-07-29 08:18:57.770052		0.2 ms

		2022-07-29 09:18:59.759726		1.2 ms

		2022-07-29 10:19:01.652234		0.2 ms

		2022-07-29 11:19:03.262861		-0.7 ms

		2022-07-29 12:19:05.088637		-0.9 ms

		2022-07-29 13:19:06.556844		-0.2 ms

		2022-07-29 14:19:08.166645		-0.4 ms

		2022-07-29 15:19:09.689553		-1.1 ms

		2022-07-29 16:19:11.814835		-0.7 ms

		2022-07-29 17:19:13.917182		-0.2 ms

		2022-07-29 18:19:16.907159		0.2 ms

		2022-07-29 19:19:18.666767		-0.6 ms

		2022-07-29 20:19:20.177948		-0.4 ms

		2022-07-29 21:19:21.907791		0.6 ms

		2022-07-29 22:19:23.277915		1.7 ms

		2022-07-29 23:19:25.238802		1.2 ms

		2022-07-30 00:19:26.942738		-0.1 ms

		2022-07-30 01:19:28.878706		0.4 ms

		2022-07-30 02:19:30.889325		-0.8 ms

		2022-07-30 03:19:32.926051		0.0 ms

		2022-07-30 04:19:34.861088		-0.1 ms

		2022-07-30 05:19:36.749297		0.1 ms

		2022-07-30 06:19:38.740664		-0.2 ms

		2022-07-30 07:19:40.667901		0.6 ms

		2022-07-30 08:19:43.129212		-0.8 ms

		2022-07-30 09:19:45.119873		-0.8 ms

		2022-07-30 10:19:47.024538		0.8 ms

		2022-07-30 11:19:49.322384		-0.7 ms

		2022-07-30 12:19:50.988051		-0.3 ms

		2022-07-30 13:19:52.819406		0.3 ms

		2022-07-30 14:19:54.690032		0.7 ms

		2022-07-30 15:19:56.674444		0.9 ms

		2022-07-30 16:19:58.992751		-0.1 ms

		2022-07-30 17:20:01.352416		-1.7 ms

		2022-07-30 18:20:02.929358		-1.4 ms

		2022-07-30 19:20:04.658096		-0.6 ms

		2022-07-30 20:20:06.159589		0.5 ms

		2022-07-30 21:20:08.416536		-0.3 ms

		2022-07-30 22:20:10.201927		0.4 ms

		2022-07-30 23:20:11.986564		0.5 ms

		2022-07-31 00:20:14.4466		0.0 ms

		2022-07-31 01:20:16.049237		-0.6 ms

		2022-07-31 02:20:18.009707		-0.7 ms

		2022-07-31 03:20:19.816823		-1.5 ms

		2022-07-31 04:20:21.881077		-1.1 ms

		2022-07-31 05:20:23.701211		-1.7 ms

		2022-07-31 06:20:25.646414		0.1 ms

		2022-07-31 07:20:27.199664		-0.3 ms

		2022-07-31 08:20:29.594847		-1.1 ms

		2022-07-31 09:20:31.245586		1.4 ms

		2022-07-31 10:20:33.132653		-1.4 ms

		2022-07-31 11:20:35.049631		-0.1 ms

		2022-07-31 12:20:36.695325		0.2 ms

		2022-07-31 13:20:38.365033		-0.4 ms

		2022-07-31 14:20:40.186637		0.7 ms

		2022-07-31 15:20:42.052394		-0.7 ms

		2022-07-31 16:20:43.823389		-1.2 ms

		2022-07-31 17:20:45.937501		-1.9 ms

		2022-07-31 18:20:47.769306		-1.2 ms

		2022-07-31 19:20:51.023249		-0.5 ms

		2022-07-31 20:20:52.746835		-0.4 ms

		2022-07-31 21:20:54.186687		0.6 ms

		2022-07-31 22:20:55.771835		1.7 ms

		2022-07-31 23:20:57.791929		0.6 ms

		2022-08-01 00:20:59.50676		0.2 ms

		2022-08-01 01:21:01.119246		0.1 ms

		2022-08-01 02:21:02.875251		0.0 ms

		2022-08-01 03:21:05.898876		0.0 ms

		2022-08-01 04:21:08.629688		-1.9 ms

		2022-08-01 05:21:10.464764		-1.4 ms

		2022-08-01 06:21:12.08701		-1.7 ms

		2022-08-01 07:21:13.666598		-0.9 ms

		2022-08-01 08:21:15.417519		-0.8 ms

		2022-08-01 09:21:17.246691		1.3 ms

		2022-08-01 10:21:18.977008		2.7 ms

		2022-08-01 11:21:20.625446		0.5 ms

		2022-08-01 12:21:22.207181		-0.2 ms

		2022-08-01 13:21:23.870715		1.1 ms

		2022-08-01 14:21:25.84952		2.3 ms

		2022-08-01 15:21:27.266498		-0.7 ms

		2022-08-01 16:21:28.939117		0.2 ms

		2022-08-01 17:21:30.336952		2.1 ms

		2022-08-01 18:21:31.753628		-0.2 ms

		2022-08-01 19:21:33.63718		0.8 ms

		2022-08-01 20:21:36.139793		-0.5 ms

		2022-08-01 21:21:37.922541		-0.4 ms

		2022-08-01 22:21:39.85649		0.7 ms

		2022-08-01 23:21:41.184278		-0.4 ms

		2022-08-02 00:21:42.902547		0.4 ms

		2022-08-02 01:21:44.258328		-0.1 ms

		2022-08-02 02:21:46.673153		0.0 ms

		2022-08-02 03:21:48.244178		0.0 ms

		2022-08-02 04:21:49.682972		-0.7 ms

		2022-08-02 05:21:51.523998		0.6 ms

		2022-08-02 06:21:53.267722		-0.8 ms

		2022-08-02 07:21:55.296184		0.3 ms

		2022-08-02 08:21:56.797347		-0.5 ms

		2022-08-02 09:21:58.685374		-0.2 ms

		2022-08-02 10:22:00.27913		0.1 ms

		2022-08-02 11:22:01.967876		-1.0 ms

		2022-08-02 12:22:03.549178		0.6 ms

		2022-08-02 13:22:05.378329		3.3 ms

		2022-08-02 14:22:07.156425		-0.6 ms

		2022-08-02 15:22:09.250153		1.1 ms

		2022-08-02 16:22:10.621215		1.4 ms

		2022-08-02 17:22:12.829007		-0.7 ms

		2022-08-02 18:22:15.484041		-0.7 ms

		2022-08-02 19:22:17.320029		-0.1 ms

		2022-08-02 20:22:19.304855		-2.1 ms

		2022-08-02 21:22:22.141521		-1.3 ms

		2022-08-02 22:22:24.011065		-1.2 ms

		2022-08-02 23:22:26.09853		-1.4 ms

		2022-08-03 00:22:27.742115		-1.6 ms

		2022-08-03 01:22:29.104267		-1.2 ms

		2022-08-03 02:22:30.913962		-1.0 ms

		2022-08-03 03:22:32.636042		-0.6 ms

		2022-08-03 04:22:34.276006		0.8 ms

		2022-08-03 05:22:36.069984		0.4 ms

		2022-08-03 06:22:37.624098		1.5 ms

		2022-08-03 07:22:39.686512		0.0 ms

		2022-08-03 08:22:41.649319		-0.2 ms

		2022-08-03 09:22:43.077986		-0.8 ms

		2022-08-03 10:22:45.626257		0.9 ms

		2022-08-03 11:22:47.58921		0.8 ms

		2022-08-03 12:22:49.167112		0.9 ms

		2022-08-03 13:22:51.011883		-1.4 ms

		2022-08-03 14:22:52.653006		-0.1 ms

		2022-08-03 15:22:54.354058		-0.9 ms

		2022-08-03 16:22:56.52282		-1.2 ms

		2022-08-03 17:22:58.222124		0.0 ms

		2022-08-03 18:22:59.706189		-1.7 ms

		2022-08-03 19:23:01.879926		0.3 ms

		2022-08-03 20:23:04.1274		1.2 ms

		2022-08-03 21:23:05.750522		-0.7 ms

		2022-08-03 22:23:07.189806		-0.9 ms

		2022-08-03 23:23:09.499394		-1.9 ms

		2022-08-04 00:23:12.099499		-1.0 ms

		2022-08-04 01:23:14.446997		-0.7 ms

		2022-08-04 02:23:15.90925		0.0 ms

		2022-08-04 03:23:17.417243		-1.6 ms

		2022-08-04 04:23:19.581421		-0.5 ms

		2022-08-04 05:23:22.108524		-1.7 ms

		2022-08-04 06:23:24.074115		-0.7 ms

		2022-08-04 07:23:25.729667		-1.4 ms

		2022-08-04 08:23:27.484241		-0.4 ms

		2022-08-04 09:23:29.336963		0.9 ms

		2022-08-04 10:23:31.435405		-2.1 ms

		2022-08-04 11:23:32.963952		-0.8 ms

		2022-08-04 12:23:34.437966		0.8 ms

		2022-08-04 13:23:36.69204		0.3 ms

		2022-08-04 14:23:38.566386		-0.3 ms

		2022-08-04 15:23:40.299766		0.2 ms

		2022-08-04 16:23:41.959085		-1.4 ms

		2022-08-04 17:23:43.453799		-0.9 ms

		2022-08-04 18:23:44.998139		0.5 ms

		2022-08-04 19:23:46.999102		-0.3 ms

		2022-08-04 20:23:49.240602		1.1 ms

		2022-08-04 21:24:02.416055		0.5 ms

		2022-08-04 22:24:04.131893		1.7 ms

		2022-08-04 23:24:05.991879		0.1 ms

		2022-08-05 00:24:07.42691		0.2 ms

		2022-08-05 01:24:09.14229		-0.9 ms

		2022-08-05 02:24:10.863884		-2.3 ms

		2022-08-05 03:24:12.507444		-2.4 ms

		2022-08-05 04:24:13.967751		-0.8 ms

		2022-08-05 05:24:15.517419		-1.2 ms

		2022-08-05 06:24:17.187206		-0.7 ms

		2022-08-05 07:24:19.193423		0.9 ms

		2022-08-05 08:24:21.000459		0.0 ms

		2022-08-05 09:24:23.810188		1.0 ms

		2022-08-05 10:24:25.454626		0.0 ms

		2022-08-05 11:24:26.908409		0.2 ms

		2022-08-05 12:24:28.721714		1.6 ms

		2022-08-05 13:24:30.341825		0.0 ms

		2022-08-05 14:24:32.263595		0.6 ms

		2022-08-05 15:24:34.335068		0.4 ms

		2022-08-05 16:24:35.791153		-2.3 ms

		2022-08-05 17:24:37.358476		-2.6 ms

		2022-08-05 18:24:39.957753		-1.6 ms

		2022-08-05 19:24:41.81462		-0.3 ms

		2022-08-05 20:24:43.503579		-1.0 ms

		2022-08-05 21:24:45.724217		1.0 ms

		2022-08-05 22:24:47.301319		1.3 ms

		2022-08-05 23:24:49.076385		1.1 ms

		2022-08-06 00:24:50.59573		0.3 ms

		2022-08-06 01:24:52.111313		0.3 ms

		2022-08-06 02:24:53.642488		0.0 ms

		2022-08-06 03:24:55.078412		-0.2 ms

		2022-08-06 04:24:56.903679		-0.8 ms

		2022-08-06 05:24:58.582842		-1.3 ms

		2022-08-06 06:25:00.273927		-1.4 ms

		2022-08-06 07:25:01.90734		-0.9 ms

		2022-08-06 08:25:03.357969		-0.2 ms

		2022-08-06 09:25:04.950671		0.2 ms

		2022-08-06 10:25:06.781538		-0.1 ms

		2022-08-06 11:25:08.67908		1.6 ms

		2022-08-06 12:25:10.306841		2.5 ms

		2022-08-06 13:25:11.87274		0.0 ms

		2022-08-06 14:25:13.710565		0.0 ms

		2022-08-06 15:25:15.431912		-0.1 ms

		2022-08-06 16:25:17.13834		-0.8 ms

		2022-08-06 17:25:18.696287		-0.3 ms

		2022-08-06 18:25:21.088057		0.2 ms

		2022-08-06 19:25:22.669327		-1.1 ms

		2022-08-06 20:25:24.213189		-2.0 ms

		2022-08-06 21:25:25.556404		0.7 ms

		2022-08-06 22:25:27.770355		-0.7 ms

		2022-08-06 23:25:30.273483		-2.7 ms

		2022-08-07 00:25:31.823102		-0.4 ms

		2022-08-07 01:25:33.600963		-0.4 ms

		2022-08-07 02:25:35.296932		-0.5 ms

		2022-08-07 03:25:36.94881		0.7 ms

		2022-08-07 04:25:39.502499		-0.4 ms

		2022-08-07 05:25:41.805435		0.1 ms

		2022-08-07 06:25:43.501985		-0.1 ms

		2022-08-07 07:25:46.297		1.0 ms

		2022-08-07 08:25:47.845455		-1.2 ms

		2022-08-07 09:25:49.568283		-0.1 ms

		2022-08-07 10:25:52.122659		-0.4 ms

		2022-08-07 11:25:53.560208		0.9 ms

		2022-08-07 12:25:55.670864		0.2 ms

		2022-08-07 13:25:57.216559		2.0 ms

		2022-08-07 14:25:58.973273		1.0 ms

		2022-08-07 15:26:00.88026		0.7 ms

		2022-08-07 16:26:02.724798		-0.2 ms

		2022-08-07 17:26:04.298523		-0.3 ms

		2022-08-07 18:26:06.130397		0.5 ms

		2022-08-07 19:26:07.826543		-2.6 ms

		2022-08-07 20:26:09.598624		-0.5 ms

		2022-08-07 21:26:11.054116		0.0 ms

		2022-08-07 22:26:12.700066		-1.0 ms

		2022-08-07 23:26:14.44155		1.4 ms

		2022-08-08 00:26:17.149283		0.7 ms

		2022-08-08 01:26:18.757451		-0.2 ms

		2022-08-08 02:26:20.715591		0.5 ms

		2022-08-08 03:26:22.164272		0.1 ms

		2022-08-08 04:26:23.830003		-1.2 ms

		2022-08-08 05:26:25.935692		0.4 ms

		2022-08-08 06:26:27.524974		-0.6 ms

		2022-08-08 07:26:29.184949		0.0 ms

		2022-08-08 08:26:31.167925		0.6 ms

		2022-08-08 09:26:32.600975		1.9 ms

		2022-08-08 10:26:34.2818		-0.1 ms

		2022-08-08 11:26:35.932754		-0.9 ms

		2022-08-08 12:26:37.368943		-0.8 ms

		2022-08-08 13:26:38.88838		1.7 ms

		2022-08-08 14:26:40.852755		0.6 ms

		2022-08-08 15:26:42.42179		0.9 ms

		2022-08-08 16:26:44.042019		0.4 ms

		2022-08-08 17:26:45.487142		0.3 ms

		2022-08-08 18:26:47.449978		-0.7 ms

		2022-08-08 19:26:49.038881		-2.4 ms

		2022-08-08 20:26:51.081819		-2.0 ms

		2022-08-08 21:26:52.447496		-1.7 ms

		2022-08-08 22:26:54.555588		-0.2 ms

		2022-08-08 23:26:56.226908		-0.4 ms

		2022-08-09 00:26:57.907663		0.1 ms

		2022-08-09 01:27:00.846918		-0.3 ms

		2022-08-09 02:27:02.677847		0.2 ms

		2022-08-09 03:27:04.462907		-1.3 ms

		2022-08-09 04:27:06.358904		-0.4 ms

		2022-08-09 05:27:07.850241		-2.0 ms

		2022-08-09 06:27:09.817873		-1.0 ms

		2022-08-09 07:27:11.551031		-0.5 ms

		2022-08-09 08:27:13.222916		0.4 ms

		2022-08-09 09:27:14.765353		3.3 ms

		2022-08-09 10:27:16.535802		1.8 ms

		2022-08-09 11:27:19.279045		0.5 ms

		2022-08-09 12:27:20.874247		0.2 ms

		2022-08-09 13:27:22.47301		2.5 ms

		2022-08-09 14:27:24.032007		0.4 ms

		2022-08-09 15:27:25.935982		0.0 ms

		2022-08-09 16:27:27.538658		-0.8 ms

		2022-08-09 17:27:29.651405		-0.4 ms

		2022-08-09 18:27:31.159203		-1.4 ms

		2022-08-09 19:27:33.323807		-2.6 ms

		2022-08-09 20:27:34.877552		-0.4 ms

		2022-08-09 21:27:36.6108		0.0 ms

		2022-08-09 22:27:38.135027		-0.2 ms

		2022-08-09 23:27:39.585794		1.6 ms

		2022-08-10 00:27:41.743205		-0.1 ms

		2022-08-10 01:27:44.315638		-2.5 ms

		2022-08-10 02:27:46.083795		-2.3 ms

		2022-08-10 03:27:48.045807		-0.4 ms

		2022-08-10 04:27:50.328175		-1.2 ms

		2022-08-10 05:27:51.716971		0.6 ms

		2022-08-10 06:27:54.279611		-0.4 ms

		2022-08-10 07:27:56.14756		1.1 ms

		2022-08-10 08:27:57.796246		1.1 ms

		2022-08-10 09:27:59.46214		0.4 ms

		2022-08-10 10:28:01.303503		0.1 ms

		2022-08-10 11:28:03.918694		2.3 ms

		2022-08-10 12:28:05.929647		2.9 ms

		2022-08-10 13:28:07.673425		-0.4 ms

		2022-08-10 14:28:09.29589		1.3 ms

		2022-08-10 15:28:11.65809		0.2 ms

		2022-08-10 16:28:13.207084		0.9 ms

		2022-08-10 17:28:14.579854		0.6 ms

		2022-08-10 18:28:16.081318		0.7 ms

		2022-08-10 19:28:17.980073		0.2 ms

		2022-08-10 20:28:19.520701		-0.3 ms

		2022-08-10 21:28:21.527481		-3.0 ms

		2022-08-10 22:28:23.316094		-5.3 ms

		2022-08-10 23:28:24.935214		-1.1 ms

		2022-08-11 00:28:26.651592		-0.5 ms

		2022-08-11 01:28:29.009347		0.1 ms

		2022-08-11 02:28:30.507329		0.6 ms

		2022-08-11 03:28:32.401158		-2.1 ms

		2022-08-11 04:28:34.537244		-1.4 ms

		2022-08-11 05:28:36.270121		-2.6 ms

		2022-08-11 06:28:37.746751		0.2 ms

		2022-08-11 07:28:39.484761		-0.8 ms

		2022-08-11 08:28:41.099783		1.8 ms

		2022-08-11 09:28:42.572545		2.2 ms

		2022-08-11 10:28:44.4788		1.2 ms

		2022-08-11 11:28:46.522537		2.9 ms

		2022-08-11 12:28:48.228163		1.2 ms

		2022-08-11 13:28:49.790235		0.3 ms

		2022-08-11 14:28:51.572763		0.2 ms

		2022-08-11 15:28:53.026662		1.1 ms

		2022-08-11 16:28:54.663211		0.0 ms

		2022-08-11 17:28:56.257857		-1.0 ms

		2022-08-11 18:28:58.004195		-0.1 ms

		2022-08-11 19:29:00.583974		-0.9 ms

		2022-08-11 20:29:02.220871		0.2 ms

		2022-08-11 21:29:03.691684		-2.7 ms

		2022-08-11 22:29:05.257878		-1.4 ms

		2022-08-11 23:29:06.88509		0.5 ms

		2022-08-12 00:29:09.21524		-4.6 ms

		2022-08-12 01:29:11.745866		-2.6 ms

		2022-08-12 02:29:14.158788		-3.4 ms

		2022-08-12 03:29:15.727201		0.4 ms

		2022-08-12 04:29:17.294146		1.1 ms

		2022-08-12 05:29:20.461143		1.5 ms

		2022-08-12 06:29:23.893519		1.4 ms

		2022-08-12 07:29:26.145711		1.7 ms

		2022-08-12 08:29:27.750827		1.6 ms

		2022-08-12 09:29:29.421105		1.7 ms

		2022-08-12 10:29:31.066477		-0.2 ms

		2022-08-12 11:29:32.961102		1.0 ms

		2022-08-12 12:29:34.462767		0.5 ms

		2022-08-12 13:29:35.901592		1.9 ms

		2022-08-12 14:29:37.670624		0.7 ms

		2022-08-12 15:29:39.116277		0.4 ms

		2022-08-12 16:29:40.580046		2.0 ms

		2022-08-12 17:29:43.546284		0.1 ms

		2022-08-12 18:29:45.079353		-1.5 ms

		2022-08-12 19:29:46.95592		-4.5 ms

		2022-08-12 20:29:48.375568		-1.1 ms

		2022-08-12 21:29:50.355214		-3.0 ms

		2022-08-12 22:29:51.962299		-2.1 ms

		2022-08-12 23:29:54.35119		-1.9 ms

		2022-08-13 00:29:55.837604		0.1 ms

		2022-08-13 01:29:57.565995		1.3 ms

		2022-08-13 02:30:00.170912		1.4 ms

		2022-08-13 03:30:02.372613		0.9 ms

		2022-08-13 04:30:04.356158		-0.1 ms

		2022-08-13 05:30:06.468539		-1.1 ms

		2022-08-13 06:30:08.368658		1.0 ms

		2022-08-13 07:30:10.289407		-1.1 ms

		2022-08-13 08:30:12.090848		1.8 ms

		2022-08-13 09:30:13.497308		0.7 ms

		2022-08-13 10:30:15.224893		1.0 ms

		2022-08-13 11:30:16.740343		-0.4 ms

		2022-08-13 12:30:18.48805		0.8 ms

		2022-08-13 13:30:19.96079		0.8 ms

		2022-08-13 14:30:21.748724		0.0 ms

		2022-08-13 15:30:24.828959		-0.2 ms

		2022-08-13 16:30:26.972155		0.9 ms

		2022-08-13 17:30:29.17147		0.8 ms

		2022-08-13 18:30:30.856978		-1.3 ms

		2022-08-13 19:30:32.808961		-1.3 ms

		2022-08-13 20:30:35.527772		0.7 ms

		2022-08-13 21:30:37.347716		-0.9 ms

		2022-08-13 22:30:39.392757		-1.3 ms

		2022-08-13 23:30:41.542835		-0.3 ms

		2022-08-14 00:30:43.244471		-1.5 ms

		2022-08-14 01:30:45.218464		0.1 ms

		2022-08-14 02:30:47.289124		-1.3 ms

		2022-08-14 03:30:48.903549		-1.1 ms

		2022-08-14 04:30:50.849839		0.6 ms

		2022-08-14 05:30:53.542493		1.1 ms

		2022-08-14 06:30:55.2053		0.7 ms

		2022-08-14 07:30:56.611847		0.5 ms

		2022-08-14 08:30:59.515351		1.4 ms

		2022-08-14 09:31:00.917285		1.7 ms

		2022-08-14 10:31:02.395007		1.4 ms

		2022-08-14 11:31:04.154308		1.0 ms

		2022-08-14 12:31:05.942229		1.3 ms

		2022-08-14 13:31:07.99168		1.1 ms

		2022-08-14 14:31:09.886656		0.0 ms

		2022-08-14 15:31:11.898925		1.6 ms

		2022-08-14 16:31:13.504794		-3.3 ms

		2022-08-14 17:31:15.375261		-1.5 ms

		2022-08-14 18:31:17.062711		-1.1 ms

		2022-08-14 19:31:18.586132		-0.5 ms

		2022-08-14 20:31:20.189678		-2.7 ms

		2022-08-14 21:31:22.037464		-0.9 ms

		2022-08-14 22:31:24.762532		0.0 ms

		2022-08-14 23:31:26.349281		0.3 ms

		2022-08-15 00:31:27.985542		1.2 ms

		2022-08-15 01:31:29.952104		1.6 ms

		2022-08-15 02:31:31.844099		1.0 ms

		2022-08-15 03:31:33.548547		0.8 ms

		2022-08-15 04:31:35.026427		0.7 ms

		2022-08-15 05:31:36.479378		1.0 ms

		2022-08-15 06:31:38.377912		-0.4 ms

		2022-08-15 07:31:39.825559		1.0 ms

		2022-08-15 08:31:41.499819		1.1 ms

		2022-08-15 09:31:43.915641		0.9 ms

		2022-08-15 10:31:45.931163		1.1 ms

		2022-08-15 11:31:48.579808		0.0 ms

		2022-08-15 12:31:50.340889		-0.8 ms

		2022-08-15 13:31:52.523379		-1.3 ms

		2022-08-15 14:31:54.003368		-0.2 ms

		2022-08-15 15:31:56.38662		-1.0 ms

		2022-08-15 16:31:57.77633		-1.3 ms

		2022-08-15 17:31:59.313808		-0.5 ms

		2022-08-15 18:32:00.883922		-0.4 ms

		2022-08-15 19:32:03.810808		0.5 ms

		2022-08-15 20:32:05.478603		0.1 ms

		2022-08-15 21:32:07.369663		0.6 ms

		2022-08-15 22:32:09.278712		0.6 ms

		2022-08-15 23:32:11.060185		1.0 ms

		2022-08-16 00:32:13.274203		-0.2 ms

		2022-08-16 01:32:14.87806		-0.4 ms

		2022-08-16 02:32:16.723905		-0.3 ms

		2022-08-16 03:32:18.779421		-0.7 ms

		2022-08-16 04:32:22.753458		-1.8 ms

		2022-08-16 05:32:25.025867		0.3 ms

		2022-08-16 06:32:27.06523		-0.3 ms

		2022-08-16 07:32:28.578978		-0.5 ms

		2022-08-16 08:32:30.943252		-0.4 ms

		2022-08-16 09:32:32.816368		-1.1 ms

		2022-08-16 10:32:35.164852		-0.6 ms

		2022-08-16 11:32:37.807624		-0.8 ms

		2022-08-16 12:32:39.631571		-0.1 ms

		2022-08-16 13:32:41.066824		0.3 ms

		2022-08-16 14:32:43.412474		0.7 ms

		2022-08-16 15:32:44.907443		0.9 ms

		2022-08-16 16:32:46.764763		-0.1 ms

		2022-08-16 17:32:48.592898		-4.0 ms

		2022-08-16 18:32:50.503818		-2.8 ms

		2022-08-16 19:32:52.756058		-1.3 ms

		2022-08-16 20:32:54.87158		-0.7 ms

		2022-08-16 21:32:56.738705		0.2 ms

		2022-08-16 22:32:58.28487		2.3 ms

		2022-08-16 23:33:01.00119		1.5 ms

		2022-08-17 00:33:02.952452		0.0 ms

		2022-08-17 01:33:05.267555		-0.8 ms

		2022-08-17 02:33:06.957466		-0.9 ms

		2022-08-17 03:33:08.766467		-0.6 ms

		2022-08-17 04:33:13.096897		-0.5 ms

		2022-08-17 05:33:14.631226		-0.6 ms

		2022-08-17 06:33:16.827254		-0.2 ms

		2022-08-17 07:33:18.448038		0.0 ms

		2022-08-17 08:33:20.619524		-0.5 ms

		2022-08-17 09:33:22.370311		-0.1 ms

		2022-08-17 10:33:23.719629		1.1 ms

		2022-08-17 11:33:25.900282		0.4 ms

		2022-08-17 12:33:27.470378		0.7 ms

		2022-08-17 13:33:29.162774		-0.1 ms

		2022-08-17 14:33:30.977721		0.0 ms

		2022-08-17 15:33:32.362442		0.9 ms

		2022-08-17 16:33:34.320971		0.2 ms

		2022-08-17 17:33:35.939403		0.2 ms

		2022-08-17 18:33:38.031352		-1.5 ms

		2022-08-17 19:33:39.526983		-0.8 ms

		2022-08-17 20:33:41.420947		0.5 ms

		2022-08-17 21:33:42.906225		0.1 ms

		2022-08-17 22:33:44.361333		0.5 ms

		2022-08-17 23:33:45.919775		1.9 ms

		2022-08-18 00:33:48.122972		0.9 ms

		2022-08-18 01:33:49.760827		-0.2 ms

		2022-08-18 02:33:51.50636		-0.6 ms

		2022-08-18 03:33:53.071008		-0.3 ms

		2022-08-18 04:33:54.410674		-1.9 ms

		2022-08-18 05:33:56.263196		0.8 ms

		2022-08-18 06:33:57.704579		0.1 ms

		2022-08-18 07:33:59.481174		0.7 ms

		2022-08-18 08:34:01.147068		1.0 ms

		2022-08-18 09:34:03.046705		1.0 ms

		2022-08-18 10:34:04.550092		0.2 ms

		2022-08-18 11:34:06.929182		0.5 ms

		2022-08-18 12:34:09.166994		0.9 ms

		2022-08-18 13:34:10.885313		0.2 ms

		2022-08-18 14:34:12.335584		0.0 ms

		2022-08-18 15:34:14.97877		0.4 ms

		2022-08-18 16:34:16.80133		-0.2 ms

		2022-08-18 17:34:18.581554		-1.4 ms

		2022-08-18 18:34:20.104263		-3.7 ms

		2022-08-18 19:34:21.943522		-5.8 ms

		2022-08-18 20:34:23.610713		-3.1 ms

		2022-08-18 21:34:24.998371		-0.9 ms

		2022-08-18 22:34:26.710787		-0.6 ms

		2022-08-18 23:34:28.218501		-0.5 ms

		2022-08-19 00:34:30.183992		0.9 ms

		2022-08-19 01:34:31.62655		-0.3 ms

		2022-08-19 02:34:33.610212		-0.2 ms

		2022-08-19 03:34:36.258587		-1.6 ms

		2022-08-19 04:34:39.507388		-2.1 ms

		2022-08-19 05:34:41.107916		-1.1 ms

		2022-08-19 06:34:42.766481		-0.9 ms

		2022-08-19 07:34:44.585004		0.5 ms

		2022-08-19 08:34:46.058645		1.4 ms

		2022-08-19 09:34:47.639277		2.6 ms

		2022-08-19 10:34:49.532173		1.3 ms

		2022-08-19 11:34:51.621963		1.3 ms

		2022-08-19 12:34:53.736382		0.4 ms

		2022-08-19 13:34:55.246481		-0.3 ms

		2022-08-19 14:34:57.062505		1.5 ms

		2022-08-19 15:34:58.529923		0.7 ms

		2022-08-19 16:34:59.951805		-0.2 ms

		2022-08-19 17:35:01.830431		-1.0 ms

		2022-08-19 18:35:03.41724		-2.1 ms

		2022-08-19 19:35:05.323307		-1.5 ms

		2022-08-19 20:35:07.623662		-1.4 ms

		2022-08-19 21:35:09.965682		-0.8 ms

		2022-08-19 22:35:12.095675		-3.4 ms

		2022-08-19 23:35:14.140003		-5.9 ms

		2022-08-20 00:35:15.656125		0.9 ms

		2022-08-20 01:35:17.782284		1.2 ms

		2022-08-20 02:35:19.494271		-9.6 ms

		2022-08-20 03:35:21.94141		-11.6 ms

		2022-08-20 04:35:25.286721		-0.8 ms

		2022-08-20 05:35:27.030153		-2.6 ms

		2022-08-20 06:35:29.360234		8.7 ms

		2022-08-20 07:35:30.947771		0.4 ms

		2022-08-20 08:35:32.295607		1.8 ms

		2022-08-20 09:35:33.852677		0.1 ms

		2022-08-20 10:35:36.471011		3.0 ms

		2022-08-20 11:35:38.997328		1.1 ms

		2022-08-20 12:35:40.731178		-1.3 ms

		2022-08-20 13:35:42.662284		-3.1 ms

		2022-08-20 14:35:44.366994		-2.1 ms

		2022-08-20 15:35:46.754092		-1.2 ms

		2022-08-20 16:35:48.809263		-0.4 ms

		2022-08-20 17:35:50.875571		-0.8 ms

		2022-08-20 18:35:52.281719		-0.1 ms

		2022-08-20 19:35:55.202379		0.7 ms

		2022-08-20 20:35:56.63777		0.1 ms

		2022-08-20 21:35:58.864552		1.2 ms

		2022-08-20 22:36:00.465759		-0.8 ms

		2022-08-20 23:36:02.098871		-1.4 ms

		2022-08-21 00:36:03.760162		-2.0 ms

		2022-08-21 01:36:05.109975		-2.7 ms

		2022-08-21 02:36:07.450822		-0.3 ms

		2022-08-21 03:36:11.013124		0.1 ms

		2022-08-21 04:36:14.522826		0.0 ms

		2022-08-21 05:36:16.054581		-0.3 ms

		2022-08-21 06:36:17.629679		-1.6 ms

		2022-08-21 07:36:18.991387		-0.2 ms

		2022-08-21 08:36:20.514258		0.1 ms

		2022-08-21 09:36:22.021205		1.4 ms

		2022-08-21 10:36:23.40834		1.3 ms

		2022-08-21 11:36:24.857734		2.5 ms

		2022-08-21 12:36:26.708631		3.8 ms

		2022-08-21 13:36:28.683654		0.1 ms

		2022-08-21 14:36:30.741852		-2.7 ms

		2022-08-21 15:36:33.06452		-0.2 ms

		2022-08-21 16:36:34.659294		-0.5 ms

		2022-08-21 17:36:36.107124		1.0 ms

		2022-08-21 18:36:37.710077		-1.2 ms

		2022-08-21 19:36:39.172781		-1.4 ms

		2022-08-21 20:36:41.196968		0.5 ms

		2022-08-21 21:36:42.700325		-0.4 ms

		2022-08-21 22:36:45.054907		-0.1 ms

		2022-08-21 23:36:46.999715		0.1 ms

		2022-08-22 00:36:48.602592		0.2 ms

		2022-08-22 01:36:50.209102		0.3 ms

		2022-08-22 02:36:52.327781		0.4 ms

		2022-08-22 03:36:54.821729		1.5 ms

		2022-08-22 04:36:57.750195		-0.5 ms

		2022-08-22 05:36:59.334371		0.8 ms

		2022-08-22 06:37:01.219322		-0.4 ms

		2022-08-22 07:37:02.645587		1.1 ms

		2022-08-22 08:37:04.160021		1.5 ms

		2022-08-22 09:37:05.816047		0.5 ms

		2022-08-22 10:37:07.30242		0.8 ms

		2022-08-22 11:37:09.122445		-0.5 ms

		2022-08-22 12:37:11.226767		-0.7 ms

		2022-08-22 13:37:12.59227		-0.4 ms

		2022-08-22 14:37:14.197753		-0.6 ms

		2022-08-22 15:37:15.812668		-0.3 ms

		2022-08-22 16:37:17.469303		0.0 ms

		2022-08-22 17:37:19.315684		-0.2 ms

		2022-08-22 18:37:21.739793		-0.3 ms

		2022-08-22 19:37:23.277799		-0.5 ms

		2022-08-22 20:37:25.122662		0.6 ms

		2022-08-22 21:37:26.624869		2.2 ms

		2022-08-22 22:37:28.442801		-0.1 ms

		2022-08-22 23:37:29.910092		1.5 ms

		2022-08-23 00:37:32.346584		0.3 ms

		2022-08-23 01:37:34.157332		-1.0 ms

		2022-08-23 02:37:36.590444		-0.1 ms

		2022-08-23 03:37:39.145835		0.6 ms

		2022-08-23 04:37:40.730794		0.1 ms

		2022-08-23 05:37:42.488347		-0.4 ms

		2022-08-23 06:37:44.529319		0.2 ms

		2022-08-23 07:37:46.651925		-0.4 ms

		2022-08-23 08:37:48.320659		0.8 ms

		2022-08-23 09:37:49.988433		1.2 ms

		2022-08-23 10:37:51.743164		1.5 ms

		2022-08-23 11:37:53.263869		-0.4 ms

		2022-08-23 12:37:55.222446		-1.4 ms

		2022-08-23 13:37:57.529676		-1.5 ms

		2022-08-23 14:37:59.647917		-0.6 ms

		2022-08-23 15:38:02.194266		-1.1 ms

		2022-08-23 16:38:03.896549		0.0 ms

		2022-08-23 17:38:05.386372		-0.6 ms

		2022-08-23 18:38:07.348505		-1.9 ms

		2022-08-23 19:38:08.89726		-1.1 ms

		2022-08-23 20:38:10.883428		-0.3 ms

		2022-08-23 21:38:12.577533		0.0 ms

		2022-08-23 22:38:14.587939		1.3 ms

		2022-08-23 23:38:17.148179		0.1 ms

		2022-08-24 00:38:18.536088		1.3 ms

		2022-08-24 01:38:21.272026		-0.4 ms

		2022-08-24 02:38:24.181449		0.2 ms

		2022-08-24 03:38:28.490579		-0.2 ms

		2022-08-24 04:38:30.325218		-0.6 ms

		2022-08-24 05:38:31.95224		0.9 ms

		2022-08-24 06:38:33.853483		-0.2 ms

		2022-08-24 07:38:35.911476		0.4 ms

		2022-08-24 08:38:38.50466		0.8 ms

		2022-08-24 09:38:40.112878		-0.6 ms

		2022-08-24 10:38:41.751784		0.1 ms

		2022-08-24 11:38:43.922931		-0.9 ms

		2022-08-24 12:38:45.855947		0.7 ms

		2022-08-24 13:38:47.525444		1.0 ms

		2022-08-24 14:38:49.245845		-0.1 ms

		2022-08-24 15:38:51.302033		-0.1 ms

		2022-08-24 16:38:52.812844		-0.3 ms

		2022-08-24 17:38:54.370215		-2.7 ms

		2022-08-24 18:38:56.406949		-0.7 ms

		2022-08-24 19:38:58.311038		0.0 ms

		2022-08-24 20:38:59.788656		0.0 ms

		2022-08-24 21:39:01.576759		-0.1 ms

		2022-08-24 22:39:03.635141		0.0 ms

		2022-08-24 23:39:05.030727		2.7 ms

		2022-08-25 00:39:06.814719		0.8 ms

		2022-08-25 01:39:09.026227		0.4 ms

		2022-08-25 02:39:10.922916		-5.7 ms

		2022-08-25 03:39:13.169769		-5.0 ms

		2022-08-25 04:39:14.875466		-3.3 ms

		2022-08-25 05:39:17.974117		1.2 ms

		2022-08-25 06:39:19.423891		4.2 ms

		2022-08-25 07:39:21.15556		1.3 ms

		2022-08-25 08:39:23.019994		2.0 ms

		2022-08-25 09:39:24.738577		-0.7 ms

		2022-08-25 10:39:26.826327		4.0 ms

		2022-08-25 11:39:28.738404		0.4 ms

		2022-08-25 12:39:30.274594		0.0 ms

		2022-08-25 13:39:32.138315		-0.9 ms

		2022-08-25 14:39:33.732839		1.0 ms

		2022-08-25 15:39:35.423297		0.1 ms

		2022-08-25 16:39:37.053358		0.6 ms

		2022-08-25 17:39:39.071185		-1.2 ms

		2022-08-25 18:39:40.627952		-0.5 ms

		2022-08-25 19:39:42.115093		-0.2 ms

		2022-08-25 20:39:44.038491		1.7 ms

		2022-08-25 21:39:45.451782		0.5 ms

		2022-08-25 22:39:46.807854		-0.1 ms

		2022-08-25 23:39:49.155388		1.4 ms

		2022-08-26 00:39:51.586717		1.0 ms

		2022-08-26 01:39:53.84945		0.4 ms

		2022-08-26 02:39:55.653246		0.5 ms

		2022-08-26 03:39:57.823121		-0.3 ms

		2022-08-26 04:39:59.73137		0.5 ms

		2022-08-26 05:40:01.931829		-2.2 ms

		2022-08-26 06:40:03.74373		-1.5 ms

		2022-08-26 07:40:05.845084		-0.3 ms

		2022-08-26 08:40:07.468214		1.0 ms

		2022-08-26 09:40:09.298713		-0.4 ms

		2022-08-26 10:40:13.010301		-0.3 ms

		2022-08-26 11:40:14.794672		0.4 ms

		2022-08-26 12:40:17.077465		0.5 ms

		2022-08-26 13:40:21.535616		2.0 ms

		2022-08-26 14:40:25.929052		0.6 ms

		2022-08-26 15:40:27.442909		1.2 ms

		2022-08-26 16:40:29.939659		1.3 ms

		2022-08-26 17:40:31.868467		0.2 ms

		2022-08-26 18:40:33.517181		-0.8 ms

		2022-08-26 19:40:34.953269		-2.7 ms

		2022-08-26 20:40:36.754059		1.1 ms

		2022-08-26 21:40:38.726447		1.7 ms

		2022-08-26 22:40:40.705628		0.9 ms

		2022-08-26 23:40:42.672462		1.3 ms

		2022-08-27 00:40:44.259581		0.0 ms

		2022-08-27 01:40:45.678763		-0.2 ms

		2022-08-27 02:40:47.803494		-0.6 ms

		2022-08-27 03:40:50.145017		-1.2 ms

		2022-08-27 04:40:51.826279		-0.6 ms

		2022-08-27 05:40:53.272548		-2.5 ms

		2022-08-27 06:40:55.034366		-2.2 ms

		2022-08-27 07:40:56.399592		-0.2 ms

		2022-08-27 08:40:59.278681		0.3 ms

		2022-08-27 09:41:00.868887		3.1 ms

		2022-08-27 10:41:03.265647		3.0 ms

		2022-08-27 11:41:04.931626		2.8 ms

		2022-08-27 12:41:07.775715		2.2 ms

		2022-08-27 13:41:09.246904		0.2 ms

		2022-08-27 14:41:11.175364		0.0 ms

		2022-08-27 15:41:13.261407		-0.9 ms

		2022-08-27 16:41:14.648901		0.5 ms

		2022-08-27 17:41:16.752407		0.7 ms

		2022-08-27 18:41:18.457861		-0.4 ms

		2022-08-27 19:41:21.216777		-2.6 ms

		2022-08-27 20:41:23.196119		-0.1 ms

		2022-08-27 21:41:24.975586		-0.3 ms

		2022-08-27 22:41:26.721371		0.0 ms

		2022-08-27 23:41:28.284799		0.1 ms

		2022-08-28 00:41:30.746959		-0.1 ms

		2022-08-28 01:41:32.468554		-1.0 ms

		2022-08-28 02:41:34.429423		0.4 ms

		2022-08-28 03:41:36.703599		-0.6 ms

		2022-08-28 04:41:38.10509		-0.6 ms

		2022-08-28 05:41:39.972023		0.0 ms

		2022-08-28 06:41:41.672853		0.3 ms

		2022-08-28 07:41:43.466073		-0.9 ms

		2022-08-28 08:41:45.696969		1.1 ms

		2022-08-28 09:41:47.61552		1.3 ms

		2022-08-28 10:41:49.481234		1.4 ms

		2022-08-28 11:41:51.024102		1.4 ms

		2022-08-28 12:41:53.075687		0.1 ms

		2022-08-28 13:41:54.584217		-0.4 ms

		2022-08-28 14:41:56.075816		-1.6 ms

		2022-08-28 15:41:57.527976		-1.7 ms

		2022-08-28 16:41:59.417539		-2.0 ms

		2022-08-28 17:42:00.985895		-0.1 ms

		2022-08-28 18:42:03.211169		-0.7 ms

		2022-08-28 19:42:05.162592		-0.2 ms

		2022-08-28 20:42:06.852952		-1.4 ms

		2022-08-28 21:42:08.288197		-0.5 ms

		2022-08-28 22:42:10.033798		0.3 ms

		2022-08-28 23:42:11.713008		0.7 ms

		2022-08-29 00:42:13.936399		0.3 ms

		2022-08-29 01:42:15.909918		0.7 ms

		2022-08-29 02:42:19.769205		-1.5 ms

		2022-08-29 03:42:23.380141		-0.8 ms

		2022-08-29 04:42:25.239978		-0.8 ms

		2022-08-29 05:42:26.809225		-0.3 ms

		2022-08-29 06:42:28.295071		0.2 ms

		2022-08-29 07:42:31.379887		0.1 ms

		2022-08-29 08:42:33.077586		0.4 ms

		2022-08-29 09:42:34.568761		-0.6 ms

		2022-08-29 10:42:36.073102		-0.9 ms

		2022-08-29 11:42:37.712468		0.3 ms

		2022-08-29 12:42:39.765634		0.3 ms

		2022-08-29 13:42:41.358039		1.2 ms

		2022-08-29 14:42:43.028306		0.3 ms

		2022-08-29 15:42:44.432185		0.3 ms

		2022-08-29 16:42:45.922847		-1.7 ms

		2022-08-29 17:42:47.732747		-2.2 ms

		2022-08-29 18:42:50.588309		-1.5 ms

		2022-08-29 19:42:52.115614		0.0 ms

		2022-08-29 20:42:53.587439		0.3 ms

		2022-08-29 21:42:56.263093		0.9 ms

		2022-08-29 22:42:57.844146		-0.5 ms

		2022-08-29 23:42:59.412863		-0.4 ms

		2022-08-30 00:43:01.608898		-0.2 ms

		2022-08-30 01:43:03.24971		0.6 ms

		2022-08-30 02:43:08.373129		1.1 ms

		2022-08-30 03:43:11.947002		1.4 ms

		2022-08-30 04:43:14.038363		0.3 ms

		2022-08-30 05:43:15.566158		-0.1 ms

		2022-08-30 06:43:17.559802		0.7 ms

		2022-08-30 07:43:18.984217		0.2 ms

		2022-08-30 08:43:20.87197		2.1 ms

		2022-08-30 09:43:22.890408		0.1 ms

		2022-08-30 10:43:24.638891		-1.6 ms

		2022-08-30 11:43:26.735206		-1.0 ms

		2022-08-30 12:43:28.163658		-1.5 ms

		2022-08-30 13:43:30.728575		-0.9 ms

		2022-08-30 14:43:32.406592		0.2 ms

		2022-08-30 15:43:34.104019		-1.1 ms

		2022-08-30 16:43:35.534652		0.3 ms

		2022-08-30 17:43:37.243687		0.5 ms

		2022-08-30 18:43:38.927257		-0.5 ms

		2022-08-30 19:43:41.691608		0.6 ms

		2022-08-30 20:43:43.270542		0.2 ms

		2022-08-30 21:43:44.718678		0.6 ms

		2022-08-30 22:43:46.690899		2.0 ms

		2022-08-30 23:43:48.424364		-1.4 ms

		2022-08-31 00:43:50.121641		-1.5 ms

		2022-08-31 01:43:52.403715		-1.7 ms

		2022-08-31 02:43:54.107444		-0.1 ms

		2022-08-31 03:43:58.007517		-0.1 ms

		2022-08-31 04:44:02.105703		0.4 ms

		2022-08-31 05:44:03.468133		-0.4 ms

		2022-08-31 06:44:04.91649		0.7 ms

		2022-08-31 07:44:07.052586		1.9 ms

		2022-08-31 08:44:08.65084		-0.7 ms

		2022-08-31 09:44:10.404732		0.0 ms

		2022-08-31 10:44:12.467121		-0.8 ms

		2022-08-31 11:44:15.297247		0.2 ms

		2022-08-31 12:44:16.800386		0.9 ms

		2022-08-31 13:44:18.803335		-1.3 ms

		2022-08-31 14:44:20.874013		-1.5 ms

		2022-08-31 15:44:22.795342		-1.2 ms

		2022-08-31 16:44:24.605626		-0.4 ms

		2022-08-31 17:44:26.563961		0.6 ms

		2022-08-31 18:44:28.274101		0.0 ms

		2022-08-31 19:44:29.702568		2.3 ms

		2022-08-31 20:44:31.321768		1.1 ms

		2022-08-31 21:44:33.262851		0.8 ms

		2022-08-31 22:44:34.898387		-0.1 ms

		2022-08-31 23:44:36.32816		-0.2 ms

		2022-09-01 00:44:38.110768		-0.9 ms

		2022-09-01 01:44:39.992927		-2.1 ms

		2022-09-01 02:44:43.603031		-0.9 ms

		2022-09-01 03:44:47.077182		4.0 ms

		2022-09-01 04:44:48.950651		1.3 ms

		2022-09-01 05:44:50.439205		1.5 ms

		2022-09-01 06:44:52.549124		0.2 ms

		2022-09-01 07:44:55.549591		2.3 ms

		2022-09-01 08:44:57.248193		-0.3 ms

		2022-09-01 09:44:58.95646		-1.3 ms

		2022-09-01 10:45:00.816264		-1.6 ms

		2022-09-01 11:45:02.241442		-1.7 ms

		2022-09-01 12:45:03.830466		-0.3 ms

		2022-09-01 13:45:05.96444		-3.1 ms

		2022-09-01 14:45:07.850021		-1.9 ms

		2022-09-01 15:45:10.072357		-0.9 ms

		2022-09-01 16:45:11.903729		0.0 ms

		2022-09-01 17:45:13.252404		0.0 ms

		2022-09-01 18:45:14.740135		-0.4 ms

		2022-09-01 19:45:16.492106		-0.6 ms

		2022-09-01 20:45:18.186532		-1.5 ms

		2022-09-01 21:45:19.730361		-0.6 ms

		2022-09-01 22:45:23.153619		0.7 ms

		2022-09-01 23:45:24.739594		1.1 ms

		2022-09-02 00:45:26.459408		0.4 ms

		2022-09-02 01:45:28.418651		1.7 ms

		2022-09-02 02:45:29.902761		0.4 ms

		2022-09-02 03:45:32.421149		-1.4 ms

		2022-09-02 04:45:36.024903		-0.5 ms

		2022-09-02 05:45:38.257119		-1.4 ms

		2022-09-02 06:45:40.628263		-1.5 ms

		2022-09-02 07:45:42.535273		1.9 ms

		2022-09-02 08:45:44.839021		0.6 ms

		2022-09-02 09:45:46.284331		2.3 ms

		2022-09-02 10:45:47.985953		1.5 ms

		2022-09-02 11:45:49.697072		-0.1 ms

		2022-09-02 12:45:51.511233		0.3 ms

		2022-09-02 13:45:53.782233		0.0 ms

		2022-09-02 14:45:55.904695		0.4 ms

		2022-09-02 15:45:57.638441		-0.4 ms

		2022-09-02 16:45:58.990903		0.2 ms





###
Evidence of Intent

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of this document Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid claims that different Sign Material was viewed than what was the output in the final Evidence Package.

2. Screen captures

When a person signs a document using Scrive eSign a screen capture is executed on the person´s screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 

The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and Upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.

		Time		IP		Event

		2022-09-02 17:25:38.112 UTC		90.230.129.194		Matthias Vidh (MV) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

		2022-09-02 17:30:07.6 UTC		90.230.129.194		Matthias Vidh (MV) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2022-08-25 16:23:56 UTC.







